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Appendix 1: Updated ITSOP Project Timeline as of November 2012

Appendix 2: ITSOP Project Status as of June 2014 - FY 2014 - 16 Budget

NexLevel Information
Technology, Inc. assisted
the City of Walnut Creek in
the development of this
Information Technology
Strategic and Operational
Plan to use as a roadmap
to be followed over the
next three to five years to
ensure information
technology effectively
supports the City’s current
and future needs.
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Summary of changes:
November 2013 -
Section 4 - Added Status notes by recommendation in Table 1.

Section 5 — Added status notes after each
recommendation/expected outcome summary. Also added a
brief summary of overall progress at the end of the section, on
page 31.

Added Appendix 1 — Updated ITSOP Timeline. This is the project
timeline TAC and the Executive Team approved in their
workshop in November 2012. The table includes funding notes
based on the resources allocated in the approved FY 2012 — 14
budget, as updated in the 12 Month Budget review.

Note as to the colors used in Appendix 1 — the colors are used
to differentiate which fiscal year/quarters the project will be
active: pink for effort in FY 12/13, blue for FY 13/14, green for
FY 14/15 and teal for future/unscheduled effort.

June 2014 -

Added Appendix 2 — ITSOP Project status update as of the
approved FY 2014 — 16 Budget.
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1 Introduction
1.1 City Profile

Walnut Creek is an incorporated
city located 16 miles (26 km)
east of the city of Oakland, in the
East Bay region of the San
Francisco Bay Area. Walnut
Creek serves as the business
and entertainment hub for the
neighboring cities within central
Contra Costa County, due in part
to its location at the junction of
the highways from Sacramento
and San Jose (I-680) and San
Francisco/Oakland (SR-24), as
well as its accessibility by BART.
The city had a total population of
64,173 according to the 2010
U.S. Census.

1.2 Background

Based on rapid changes in technology and the need to utilize

Walnut Creek’s mission is
to promote a positive
environment where
people can live, work and
play; a vibrant local
economy to enhance and
sustain long-term fiscal
stability; and a
progressive workplace
where dedicated
employees can make a
difference.

technology to enhance staff productivity, in 2011, the City

released a Request for Qualifications (RFQ) for an Information
Technology Strategic and Operational Plan (ITSOP). According
to the RFQ, the ITSOP was to contain the following components:

Information Technology Strategic and Operational Plan

An assessment of the City’s current IT environment
Results of interviews with department representatives
A draft ITSOP for Technical Advisory Committee review
A final ITSOP

As a result of the procurement, the City selected NexLevel
Information Technology, Inc. (NexLevel) to complete the ITSOP.
NexLevel is a Management Consulting company that
specializes in helping California municipalities plan for and
implement technology. This document presents the resulting
ITSOP.

1.3 Project Purpose and Benefits

Over time, local governments typically struggle to keep up with
technology demands. Technology needs and reliance exceeds
what can be delivered based on the supporting IT
organization’s resources and capabilities.

As shown in Figure 1, the ITSOP provides a roadmap that will
help the City of Walnut Creek close the gap between current
and future IT needs.
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Figure 1 - Technology Gap

For Walnut Creek, this ITSOP addresses the key short and long
term technology issues facing the City, describes the projects
necessary to address the issues, describes the IT
organizational changes necessary to address the issues and
support the projects, and discusses the hardware lifecycle
management approach that will provide for successful
technology operations. The ITSOP also includes a project
timeline, which addresses project priorities, as well as the City’s
fiscal-year budget cycles.

The adoption and utilization of the ITSOP will provide the City
with the following bottom-line benefits:

Improved business operations

Improved customer service

Information Technology Strategic and Operational Plan

Reduced operational costs
Increased staff productivity
Improved IT Division succession planning

Improved technology decision making and project
management

By conducting an annual evaluation progress and revisiting
goals and objectives, Walnut Creek will remain focused on the
best outcomes for its citizens and businesses.

1.4 Key Axioms

An axiom is a generally accepted proposition or principle that is
often exists as a result of experience. As a result of City staff
completing the ITSOP planning process, the following key
axioms emerged and serve to unite and guide the projects in
the ITSOP:

Improving technology is a high priority for all
departments

Improving information access and sharing among
Department systems is critical

Continuing to refresh hardware and software is required
in order to maintain a strong technology infrastructure

Focusing on department staff buy-in and ownership of
business applications is instrumental in obtaining full
value

Page |6
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2 Approach

The ITSOP development process
was a city-wide effort involving

more than 180 City staff Use of a structured
representing all departments. It planning methodology
focused on identifying the inclusive of every City

current technology
infrastructure, current
technology issues, and true city-wide plan.
forecasted technology needs.

department ensures a

A goal of the planning process was to identify a “business
driver” for each technology need. To support prioritization and
planning, it was important that the business impact of any
proposed project be well defined, as the return on the
investment in technology should be ultimately defined in
business terms.

The information gathered during the planning process, along
with research about how other cities are addressing technology
needs, was used to identify specific technology
recommendations or projects. In developing the ITSOP, where
pertinent, NexLevel consultants provided their expertise
regarding best practices and industry standards.

Figure 2 identifies the major activities and general timing of the
activities performed by NexLevel to develop the ITSOP.

Information Technology Strategic and Operational Plan
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Figure 2 - Timeline of Major Project Tasks

At a summary level, Project Initiation involved developing the
project materials and conducting the kickoff meeting; the
Assessment involved administering a user satisfaction survey,
interviewing management and staff, touring facilities, reviewing
documentation, and developing an assessment report; Strategy
Development involved developing a project listing facilitating a
prioritization workshop, and developing a prioritized project
timeline; and Plan Development involved completing the draft
and final ITSOP.

Page |8

WALNUT
CREEK




Updated -as of June, 2014 Information Technology Strategic and Operational Plan

THIS PAGE INTENTIONALLY LEFT BLANK.

Page |9

WALNUT
CREEK




Updated -as of June, 2014

3 Assessment Summary

To complete the IT Assessment
Report, which was provided as a
separate deliverable, NexLevel
used the data captured from the
activities identified in Section 2.
NexLevel compared this
information against research
regarding how other
municipalities address
technology needs, and against a
series of operational best practice areas which represent the
roles and responsibilities of a public agency IT organization
including;:

A comprehensive
understanding of how an
organization uses its
current technology
provides the foundation

upon which to plan.

Governance - The leadership, reporting structure,
management overview, method of communicating with
stakeholders, and consistent tracking of technology
services that ensure end-user business needs and
requirements are met.

Service Delivery - The function of coordinating the
processes involved in providing robust customer
technology support including training, helpdesk, and
service delivery management.

Applications - The business and operational software
applications supporting City departments.

Infrastructure - The technology equipment, operating
systems, support software, and communications
network services used within the City to provide
technology services to end users.

Information Technology Strategic and Operational Plan

Security - The application of policies and standards, user
conduct, software tools (filtering, monitoring, etc.), and
audits to validate that the City’s material and software
resources are used only for their intended purposes.

Administration - The management of the technology in
terms of budgets, maintenance agreements, and
software licenses.

Documentation - The development and maintenance of
current and accurate documentation for all technology
activities such that processes can be completed in the
absence of any one individual while promoting cross
training, enabling backup and recovery, and reducing
the risk of change.

The Assessment provided a high-level view of each best
practice area, as a weakness in any one can adversely impact
the overall effectiveness of the organization. In order to
achieve effective best practices for technology management,
an organization needs to perform strongly in all practice areas.

3.1 Assessment Activities

The individual Assessment components included the following:

Administered a web-based user survey, with responses
from 183 technology users, to identify current
technology service levels, concerns, issues, and needs

Created an analysis and report of the web-based survey
results for City management

Participated in a tour of the IT office, server room, and
City Hall telecommunications closet

Page |10
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Reviewed City technology documentation
(administrative directives, budget, policies, and
procedures)

Reviewed existing IT Division infrastructure and support
organization, including applications, vendors,
documentation, policies, procedures, processes, staff,
organizational structure, and budget

Conducted face-to-face interviews with the IT Division
staff

Conducted face-to-face interviews with City staff
representing all departments to discuss results of
survey and identify technology needs

Completed industry and peer City research and analysis
as necessary

Completed a comprehensive Assessment Report that
provided detailed observations and recommendations
specifically related to improvements within the IT
Division

Conducted a detailed review of the Assessment Report
with the City’s Chief Information Officer and Director of
Administrative Services (Assistant City Manager)

3.2 Current Environment

The City’s technology infrastructure is primarily supported by
the IT Division. The IT Division consists of 7.5 full-time
equivalents, including a Chief Information Officer (CIO), who
reports to the Director of Administrative Services (Assistant City
Manager).

Information Technology Strategic and Operational Plan

The other 6.5 staff is used interchangeably to support the
functions identified in Figure 3.

Figure 3 - Existing IT Organization

As shown, certain application vendors also provide support, as
well as certain subject matter experts (SME’s) who work in
various City departments.

3.3 Findings

NexLevel evaluated the IT Division’s use and management of
technology and plotted related performance, by assessment
dimension (as defined earlier), on a color scale. Figure 4
provides the results of our findings.
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Figure 4 — Best Practices Area Ranking

In regard to reading the chart; if the IT Division performed
consistently within industry standards, they would be at the
green end of the scale. If, on the other hand, the IT Division
performed at a level that may jeopardize security, risk of data
loss, computer operations, or service delivery, they would be at
the red end of the scale. Any measurement between the solid
green and red would indicate the IT Division is not performing
at an optimum level, and weaknesses exist that keep them
from performing at a higher level.

Information Technology Strategic and Operational Plan

NexLevel did not identify any high risk operational issues.
However, as shown in Figure 3, the Governance, Service
Delivery, Security, and Documentation dimensions indicate the
IT Division is performing at or below industry standards. For
example, NexLevel found that the IT Division is struggling to
provide the level of support required by most departments.
This is due to the lack of sufficient structure, processes, and
staffing to provide enterprise-wide technology support at the
service level demanded by the departments. As such, NexLevel
believes short-term action is necessary to stabilize the current
technology environment

Software applications are one of the most critical assessment
areas, as the effective selection, implementation, and
management of the City’s software applications are critical in
attaining a high-level of staff productivity, cost-effective service
delivery, efficient business processes, and a return on the
City’s technology investment. The sum of the City’s
applications is called the City’s Application Portfolio. To
evaluate the effectiveness of the City’s Application Portfolio,
NexLevel plotted each core applications on a chart where the
vertical axis represented “Application Capabilities” (i.e. features
and functionality) and the horizontal axis represented “User
Effectiveness” (i.e. how effectively is staff at leveraging the
application). Figure 5 plots the City’s current application
effectiveness.
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Figure 5 - Application Effectiveness Diagram
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3.4 Recommendation Types

While no immediate threats to technology support and service
were identified, the IT Assessment did uncover areas and
recommendations for improvement. These recommendations
have been grouped as follows:

Non-Strategic Recommendations - recommendations
specific to IT that are not critical, but that should be
addressed, and do not affect the City as a whole (see
Section 4)

Plan Enabling Recommendations - recommendations
that the City must consider in order to address current
issues and/or support the Strategic Project
Recommendations (see Section 5)

Information Technology Strategic and Operational Plan

Strategic Project Recommendations -
recommendations that the City must consider in order to
support the needs of the IT user community (See
Section ©)

As previously mentioned, the information provided in Section 3
is a summary of the information contained in the Assessment
task deliverable entitled, “IT Assessment Report.” For more
detailed information, please refer to the IT Assessment Report
deliverable.




Updated -as of June, 2014 Information Technology Strategic and Operational Plan

THIS PAGE INTENTIONALLY LEFT BLANK.

Page |15

WALNUT
CREEK




Updated -as of June, 2014

4 Non-Strategic
Recommendations

Table 1 identifies NexLevel's
Non-Strategic Recommendations.

These recommendations, which The Non-Strategic
are grouped by Assessment Recommendations should
Dimension, were taken directly be addressed by the IT

from the IT Assessment Report,
which was the deliverable for the
Assessment task.

Division over time.

It is important to note that as a result of the Strategy
Development task (which followed the Assessment task), some
of the Non-Strategic Recommendations have been
transformed into Plan Enabling Recommendations and/or
Strategic Project Recommendations.

Information Technology Strategic and Operational Plan

As such, we use a (*) to identify each Non-Strategic
Recommendation that has become a Plan Enabling
Recommendation, and a (+) to identify those that have become
a Strategic Project Recommendation.

The remaining Non-Strategic Recommendations should be
addressed by IT staff over time. Some will be implemented
quickly, while others may take additional planning,
hardware/software purchases, and additional personnel
resources to execute.
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Table 1 - Non-Strategic Recommendations

Best Practice Recommendations

Area

Establish a more formal structure for IT Governance including clarifying the roles and responsibilities of the TAC and
interaction with the Executive Management team.* (Implemented FY 2012-13)

Establish more structure in the IT Division with clear-cut roles and responsibilities documented for each position in the
organization.* (Partially implemented FY 2012-13)

Establish a hierarchy in the IT Division that allows the CIO to delegate activities associated with the day to day
Governance operational tasks.* (Partially implemented FY 2012-13)

Establish a more formal structure for the decision making process as it relates to new IT projects and initiatives.*
(Implemented FY 2012-13)

Establish the use of an industry-standard Project Management methodology.*

Establish a cross-training program for IT Division staff. (Partially Implemented FY 2012-13)

*Plan Enabling Recommendation

+Strategic Project Recommendation
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Best Practice Recommendations

Area

Re-organize the IT Division to increase focus on service delivery and applications management. The re-organization
may require additional staffing.* (Partially implemented FY 2013-14)

Consider using a local outside trainer as an alternative to online training.+ (Implemented FY 2012-13)

Encourage staff to take advantage of the City’s annual professional development reimbursement.

Establish a formal City-wide IT training policy.+

Implement standardized Help Desk procedures for using Track-It. (Implemented FY 2012-13)

Consider eliminating the practice of having employees work at home three days per week to answer Help Desk calls.

Implement an audio-visual training program for all departments so that departmental staff can assume first-tier
Service Delivery troubleshooting of conference room equipment.

Implement service level agreements with all computer users and vendors.
Create an IT service catalog with published service levels that can be used to manage user expectations.

Provide reports that allow the Technology Advisory Committee (TAC) to monitor the performance of the outside service
providers.

Establish baseline metrics for key servers including CPU utilization, memory, and storage. (Implemented FY 2012-13)
Implement a formal change management process and keep change control log books. (Implemented FY 2012-13)
Implement network monitoring tools to isolate problem areas and capacity issues. (Implemented FY 2012-13)

Perform regular root-cause analysis of Help Desk calls to improve problem resolution.

*Plan Enabling Recommendation

+Strategic Project Recommendation
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Best Practice
Area

Information Technology Strategic and Operational Plan

Recommendations

Applications

Establish role and responsibilities for “applications subject matter expertise” for all core applications.+* (Implemented
FY 2012-13)

Ensure phone system in new Police Department dispatch center utilizes VolP.+ (Implemented FY 2012-13)
Complete the implementation of the Police Department’s wireless data network.+ (Implemented FY 2012-13)
Establish a formal web governance committee.(In progress FY 2013-14)

Create enterprise-wide document imaging strategy.+

Conduct Post Implementation and Evaluation Review (PIER) on Cartegraph project implementation.+

Add cameras and recording equipment to Traffic monitoring system.+

Install Cayenta release 7.5.+ (In progress FY 2013-14)

Complete the migration to Accela Advantage software for Community Development.+ (Planned FY 2014-15)
Install new version of Versaterm for the Police Department.+ (Implemented FY 2012-13)

Implement Commercial-Off-the-Shelf Intranet solution.+ (In progress FY 2013-14)

*Plan Enabling Recommendation

+Strategic Project Recommendation

Page |19

WALNUT
CREEK




Updated -as of June, 2014 Information Technology Strategic and Operational Plan

Best Practice Recommendations

Area

As new IT projects are planned, assess the network requirements and the impact on network performance.
(Implemented FY 2012-13)

Complete the planned Internet Service Provider (ISP) upgrade.+ (Implemented FY 2012-13)
Implement more rigorous and proactive network monitoring. (Implemented FY 2012-13)

Implement a more robust and user-friendly FTP facility. (Implemented FY 2012-13)

Continue with the planning to implement the Civica Intranet solution.+ (Issued RFP FY 2013-14)
Formalize the process of requesting and granting remote network access. (Implemented FY 2012-13)
Infrastructure Implement a more rigorous policy governing the creation of virtual servers. (In progress FY 2012-14)

Complete the implementation of the standard desktop configuration. (In progress FY 2012-14)

Eliminate water sources in data center room. (Implemented FY 2012-13)

Continue documentation project in data center room and communication closets (wiring and server settings). (In
progress FY 2012-14)

Fund replacement equipment each budget cycle. (Partially implemented FY 2012-14)
TAC to review and approve technology refreshment plan budget cycle. (Implemented FY 2012-14)

*Plan Enabling Recommendation

+Strategic Project Recommendation
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Best Practice Recommendations

Area

Support an annual intrusion detection and penetration test of the network. (In progress FY 2013-14)

Establish the position of Information Security Officer or assign specific security duties to an existing non-IT staff
member. (In progress FY 2013-14)

Implement a program to require all visitors to sign-in and wear a visitor’s badge at all times.

Implement a policy to change the administrator passwords for the servers more frequently. (In progress 2013-14)
Enforce the restriction on administrative rights for the users.(Complete)

Security Implement a courier service and off-site storage vendor for backup tapes. (In progress FY 2012-14)

Develop a Business Continuity Plan for the City.+

Create a City-wide Emergency Operations Strategy.+ (In progress FY 2013-14)

Provide the EOC Committee with technology recommendations to be included in their EOC plan. (In progress for FY
2014-16 budget)

Review the City’s security policy and make any necessary changes to strengthen it.

Establish a more structured procedure for patch management.
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Migrate clerical duties from CIO to other City administrative personnel as resources permit.

Ensure all technology maintenance contracts are processed through the IT Division budget.(Partially Implemented FY
2012-14)

Perform an annual review of all technology maintenance contracts.(Partially Implemented FY 2012-14)
Establish service metrics for all vendor contracts. .(Partially Implemented FY 2012-14)

Include technology support functions within all City job descriptions.

Administration
TAC to review and prioritize all requests for new and expanded technology. (Implemented FY 2012-14)
TAC to enforce technology purchasing procedures.

Implement an electronic software license management tool.(Implemented FY 2012-14)

Implement an electronic asset inventory tool. (In progress FY 2012-14)

Conduct an annual physical audit of the electronic inventory for a randomly selected department. . (Implemented FY
2012-14)

Dimension Recommendations

Create and centralize technical documentation.(Partially Implemented FY 2012-14)
Include documentation in City job descriptions.

TAC to review existing and recommend new technology policies and procedures.
Documentation Publish technology policies and procedures guide to all City employees.

Annually obtain signatures from City staff on key technology policies.

Develop an IT Technical Blueprint to document the existing and planned IT enterprise architecture.(In progress FY
2012-14)

Develop IT Operational Plans. (Partially implemented FY 2012-14)

*Plan Enabling Recommendation

+Strategic Project Recommendation

Page |22

WALNUT
CREEK




Updated -as of June, 2014

THIS PAGE INTENTIONALLY LEFT BLANK.

Page |23

WALNUT
CREEK

Information Technology Strategic and Operational Plan




Updated -as of June, 2014

5 Plan Enabling
Recommendations

NexLevel believes there are
several recommendations that are

. The recommended plan
critical to the overall success of

the underlying IT organization and enablers will help the
infrastructure, and the ITSOP. City’s technology to
These are called Plan Enabling evolve from where it is
Recommendations.

today to where it needs to
In fact, these are so critical that if be to meet current and
the City does not implement these
Plan Enabling Recommendations,
existing issues will continue, and
the ability to implement the Strategic Project
Recommendations identified in Section 6 will be at best
hindered, with projects being delayed, and at worst, be
completely hampered.

future business needs.

As such, the Plan Enabling Recommendations should be
addressed as soon as possible. Specifically, they address the
following areas as identified in Figure 6 - Governance,
Infrastructure, Project Management, Standards, and
Organization - and form the foundation upon which the plan is
built.

Information Technology Strategic and Operational Plan

Infrastructure Standards

Project
Governance Management Organization

Figure 6 - Strategic Plan Enablers

In the remainder of this section, we discuss each Plan Enabling
Recommendation.
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5.1 Governance

Recommendation: Implement a More Formal IT Governance
Structure (Note: There is a Strategic Project Recommendation
listed in Section 6.1 to kick-off this effort.)

Expected Outcome: Improved Management of IT Resources,
Projects, and Priorities

Status November 2013: Implemented

As previously mentioned, Governance is defined as the
leadership, reporting structure, executive management
overview, method of communicating with stakeholders, and
consistent tracking of technology services that ensure end-user
business needs and requirements are met. The City does have
some components of a formal governance structure in place.
The Technical Advisory Committee (TAC) meets on a regular
basis to collaborate on technology decisions and make
recommendations which are carried forward to the City’s
Executive Team (ET) for approval. The ET is the final decision
making body with the authority to establish policy and approve
funding for new technology initiatives.

This structure has yielded some success and does provide a
level of technology governance. However, the overall
governance process does not appear to be well defined, and
the continuity between the decision-making process and the
City’s business priorities is not always clear. The level of
authority and role of the TAC are not consistently understood.
There does not appear to be a cohesive understanding across
City departmental boundaries of IT priorities and objectives.

As detailed in the Assessment, NexLevel recommends that the
City establish a more formal structure for the decision making
process as it relates to new technology projects. This

Information Technology Strategic and Operational Plan

recommendation includes adding more structure to the IT
governance discipline by creating a documented process that
recognizes the activities of the TAC and ET and defines the
processes by which they will conduct their activities. This more
formal structure would also allow more transparency into the
decision-making process and better facilitate the management
of competing priorities within the various departments. At a
minimum, this documented process must include the following
components:

TAC Mission and Role - The TAC should be responsible
for providing technical and business guidance for the
City’s implementation of technology. At a minimum, the
TAC needs to be responsible for the on-going review and
update of the ITSOP, strategic technology direction and
alignment to the ITSOP, IT project review, technology
policy review and guidance and IT performance metric
setting and evaluation.

TAC Agenda and Minutes - It is critical that the TAC
meetings are conducted from a formal agenda and all
activities of the TAC be recorded in meeting minutes and
that all decisions are well documented.

Escalation to the Executive Team - The City’s Executive
Team is the body that is ultimately accountable for the
day-to-day operation of the City and for the City’s
delivery of service to its citizens. For projects and
initiatives that require funding and/or the
implementation of new City-wide policy, the role of the
TAC is to function as the ET’s subject matter experts. In
this role, the TAC needs to submit formal
recommendations to the ET for approval and adoption in
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accordance with Walnut Creek’s budget and purchasing
processes.

5.2 Infrastructure

Recommendation: Implement and Fund Hardware and
Software Refreshment Cycles

Expected Outcome: Maintain Hardware and Software
Reliability

Status November 2013: Partially Implemented

To ensure a reliable, robust, and secure technology
infrastructure, best practices encourage timely replacement
(refreshment) of technology infrastructure hardware and
equipment. Technology infrastructure includes all hardware
and equipment (from the desktop to the data center) that
ensure the City’s technology users are able to access software
applications (i.e. Cayenta, Accela, Cartegraph, etc.).

Data center hardware includes data storage and backup
equipment that supports data management and data recovery.
As the City’s volume of data increases with the introduction of
new applications, and as additional applications are integrated,
the data storage and backup capacity must also increase. IT
should report data storage volumes to the TAC and monitor
growth in order to establish the budget and optimum timeframe
to ensure a solid foundation upon which to implement future
technology.

Technology refreshment also includes software in the way of
updates, via software releases and patches, so that the
applications remain current with vendor support agreements.

NexLevel recommends that the City support a robust lifecycle
plan and fund some technology replacement each budget

Information Technology Strategic and Operational Plan

cycle. The technology refreshment plan should be reviewed
and approved by the ET and TAC each budget cycle.

5.3 Project Management

Recommendation: Implement a Formal Project Management
Methodology

Expected Outcome: Help Ensure Successful Project Completion

Status November 2013: Minimal progress; Project Leader
position deleted from IT Division

Project management is the discipline of planning, organizing,
securing and managing resources to achieve specific goals.
Ineffective project management can result in extended
timelines, budget overruns, and project failures.

Based on the information NexLevel collected during the
interviews and via the user satisfaction survey, the City does
not employ a rigorous project management methodology to
plan and manage major technology projects. The City does not
utilize a standardized method of initiating projects, monitoring,
controlling, and/or reporting on project status, handling issue
resolution and change control, and other activities considered
integral to the project management process. Without a
rigorous project management methodology in place, it is
extremely difficult to determine how resources are being used,
what the exact workload is at any given time, and whether or
not resources are being allocated consistently with the
priorities and needs of the City’s overall business objectives.

For each technology project initiated, the City should assign a
project manager who has the skill set and authority to
effectively perform the required project duties. The project
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manager should be accountable to the project sponsor, as well
as the TAC for project updates.

Prior to initiating a technology project, a formal project charter
should be completed to help ensure that the project is well
defined. A project charter authorizes the project and ensures
that necessary resources are provided to be successful. It
provides a common understanding of what the project is about,
why it is being done, who is involved, roles and responsibilities,
schedule and delivery approach.

Once a project is initiated, the City should employ a
standardized template for the project manager to track and
report on project progress. At a minimum, the project manager
should complete the following templates:

Project Plan (inclusive of issues management, change
management, risk management, etc.)

Project Schedule
Budget Tracking
Project Status Reports

The use of a standardize project management framework will
help ensure a comprehensive understanding of projects among
stakeholders and impacted staff and help mitigate any risks to
the project.

5.4 Standards

Recommendation: Remain Focused on Maintaining Standards
Expected Outcome: Minimize Compatibility and Support Issues
Status November 2013: Ongoing

Information Technology Strategic and Operational Plan

Standards help ensure that compatibility issues between
hardware, operating systems software, and applications
software is kept to a minimum. They also help ensure that IT is
responsible only for hardware and software that is within the
realm of the City’s standards.

Standards are typically set specific to desktops, mobile devices
(i.e. PDAs, Smartphones, Tablets, etc.), network equipment,
data center servers, and printers. In addition, standards
should be set for desktop software environment (i.e. versions of
Office, Adobe, etc.) and database software (i.e. SQL, Oracle,
etc.).

Establishing city-wide technology standards will provide the City
with the following benefits:

Promotes consistency in common infrastructure
systems

Minimizes duplicative efforts among departments

Ensures or enhances continuity of ongoing technology
operations

Promotes efficiencies relating to ongoing support and
problem resolution

Promotes short or long-term cost savings or cost
avoidance

Streamlines the delivery of information or services by
promoting consistency in the handling, collection,
transport or storage of data information

Protects and secures the City’s IT infrastructure and/or
data

Increases productivity
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Enables greater workforce mobility

Promotes ease in training new staff and supports
succession planning

The City has standardized on Dell desktop computers.
However, the City does not have a standard desktop image
deployed. Consequently, IT staff is required to support multiple
operating systems (Windows XP, Windows Vista, and Windows
7) and multiple versions of desktop applications. Recently, the
IT Division created a standard desktop image and is in the
process of deploying it. At the time of the interviews, it was
estimated that this effort was about 40% complete.

5.5 Organization

Recommendation(s): 1) Reorganize the IT Division and Add
Two New Full-Time Positions (Technical Lead and Applications
Lead); and 2) Add Additional Staff Over Time to Support the
Strategic Project Recommendations

Expected Outcome(s): 1) Improve Service Levels and Support
Existing Projects; 2) Support the Strategic Project
Recommendations

Status November 2013: Partially Funded. Converted Project
Leader position to IT Manager (hired Jan 2013); Added IT
Analyst 2 (filled by promotion Sept 2013; recruiting
replacement for IT Analyst1. Anticipate net gain of one FTE
approx. Feb 2014, and better organizational structure.

In order to address the service level issues identified in the
plan, NexLevel recommends that the City reorganize the IT
Division and add two (2) FTE’s: a Technical Lead and an
Applications Lead. In addition, the City would need to establish
and document clear-cut roles and responsibilities for each

Information Technology Strategic and Operational Plan

position, as well as a well-defined chain of command to identify
the authority and corresponding accountability for all decision
making and project prioritization.

Further, in order to support the Strategic Project
Recommendations, the City will need to add additional staff
(FTE’s) over time.

Figure 7 illustrates the proposed organization from a role-based
perspective.

The proposed organization will allow the IT Division to improve
service levels, establish a service-oriented foundation, and
support the Strategic Project Recommendations. If the City
does not add the additional staff (FTEs) over time, the City will
not be able to plan for, implement, or support the Strategic
Project Recommendations.
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Additional Clo (1)
Staff to
Suppurl
Strategic
Prcjects

(see Table 2) Technical Lead

Additicnal
Staffto
Support
Stratezic
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Applications (s=e Table 2)
Lead (1)

(1)

Nelwork Help Desk Telecum

Specialists (2) Specialist (1.5)

IT Division
SME (GIS) (1)

Specialist (2)

Department
SVIES

Vendnr SMFs
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Figure 7 - Proposed IT Organization
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NexLevel recommends this organizational structure as it is
representative of the structure currently in use by peer

organization. Note that this organization is a bit different than

the one proposed in the IT Assessment Report as this one
takes into account information gathered from the Strategy
Development task.

Below, we define the roles identified in Figure 7:

Chief Information Officer (CIO) - This position should
focus primarily on managing relationships with the
customer departments in the City, setting and
monitoring goals and priorities, tracking and resolving

issues, monitoring the performance of the organization,

and providing project management oversight.

Technical Lead (additional FTE required) - This position

should be the primary person that is responsible for
overseeing and directing ongoing daily activities of the
Division staff. This person should be the one who is

actively engaged in the day to day technical activity and

the operational delivery of service to the users.

Network Specialist - This individual will report to the
Technical Lead to establish, implement, and enforce

network and infrastructure standards. These standards

include, but are not limited to; a standard desktop

configuration, network access and use, security, mobile

and wireless connectivity, etc.

Telecommunications Specialist - This individual will be

the resource within the IT Division responsible for all

telephone projects and on-going telephony maintenance

activities.
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Help Desk Specialist(s) - The Help Desk/Technical
Support Specialists will provide dedicated day-to-day
responses to user problems associated with the use of
technology equipment and services throughout the City.

Applications Lead (additional FTE required) - The
Application Lead will be the primary resource
responsible for the day-to-day monitoring and tracking of
IT projects.

IT Division Subject Matter Expert (SME) for GIS - The IT
Division should identify a dedicated resource to support
GIS that would support the technical and vendor
interface issues associated with this complex
application.

Department SMEs - The City should identify an
individual as the SME (that reside in each department)
for each major business application or department. The
SMEs would serve as the department’s first level of
response when needing application-specific support,
coordinating application training, and managing related
application projects.

Vendor SMEs - The City should enlist the support of
Vendor SMEs when necessary, which is typically upon
the implementation of a new application, or when the
City does not have or cannot afford to keep an individual
with the application specific expertise on staff.

Additional Staff (FTEs) - The City should add additional
staff over time to support the Strategic Project
Recommendations. This staff could report up through
the Technical Lead or the Applications Lead depending
on the project(s) being implemented.
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The additional staff (additional FTE’s) required to support the
project timeline shown in Section 6.2 are identified in Table 2.

Table 2 - Additional Staffing to Support Strategic
Project Recommendations

Quarter FTE’s
Q3 2.0
Q4 1.0
Q1 2.5
Q2 2.5
Q3 2.0
Q4 2.5
Q1 2.5
Q2 1.0
Q3 1.0
Q4 2.5
Q1 1.5
Q2 1.0
Q3 1.5

Q4 1.0

Information Technology Strategic and Operational Plan

This staffing approach will provide the City will skilled resources
when necessary, based on the projects being implemented, as
opposed to maintaining an in-house cadre of experts for each
different technology being implemented.

If the City does not add the additional staff indicated, the City
would need to consider pushing out the project timeline.

Status as of November 2013:

One new position was approved in the FY 2012 -14 budget and
another position was converted to create the proposed
technical lead. Three other recommended positions were not
included in the approved IT budget.

The project timeline was updated in November 2012 to reflect
the approved 2012 - 14 budget and resource constraints.
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6 Strategic Project
Recommendations

A strategic project is one that has the potential to provide
significant benefits to the City and/or the customers it serves.

The technology planning process culminated in the
identification and prioritization of strategic projects that will
help ensure the City’s technology environment supports current
and anticipated business needs. These projects span across
all departments and will improve services, operations, and/or
increase the security and reliability of the existing technology
environment.

These projects were prioritized based on criteria such as
financial impact, health and safety impact, customer service
impact, business operations impact, alignment to business
vision and mission, and technology obsolescence. In addition
to these criteria, the plan also considered the limited resources
(both human and capital) available to implement and manage
technology projects.

The successful completion of these projects, and specifically
according to the project timeline presented later in this section,
assumes that the City will have implemented the Plan Enabling
Recommendations. As mentioned in Section 5, if the City does
not implement the Plan Enabling Recommendations, the ability
to implement these Strategic Project Recommendations will be
at best hindered, with projects being delayed, and at worst, be
completely hampered.

The ITSOP strives to set reasonable expectations as to when
the projects will be completed (in regards to resources and
budget as discussed in the Project Prioritization meeting

Information Technology Strategic and Operational Plan

discussed in Section 4.2.2). However, a project’s ultimate start
date will be based on funding or budget approval. It is the
intent of the ITSOP to support the City’s capital planning and
budgeting processes by providing direction and input necessary
to justify expenditures.

The ITSOP does not detail specifications, requirements, or
recommended vendor solutions. When a project is initiated,
the ITSOP assumes City staff will follow recommended project
planning and management processes that would include
detailed requirements analysis, formal procurement and
selection, and implementation processes. With the rapid
change in technology and vendor solutions, the City would be
best served by carefully evaluating the market solutions
available at the time a project is scheduled for procurement.

6.1 Project List by Department

Table 3 lists the projects by sponsoring department. In
addition, the table provides a brief description of each project.
Full project descriptions can be found in one of the previously
submitted deliverables from the Strategy Development Task
entitled “Project Listing.”
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Project Name

Applications Portfolio
Management

Sponsoring
Department

Administrative
Services

Information Technology Strategic and Operational Plan

Table 3 - Project List by Department

Project Description

This project is to identify an Applications Subject Matter Expert (SME) who will be responsible for the
application and how the application is used within the department. The SME would be the first point
of contact for application issues experienced by Department staff and would interface with the IT
Division for resolution. This project includes formal definition of GIS roles and responsibilities.

City Intranet

Administrative
Services

This project is for the replacement of the existing Intranet with a new commercial-off-the-shelf
(COTS) solution to support cross-department collaboration and communication.

Business License
Upgrade and Internet
Application
Enhancement

Administrative
Services

This project is to upgrade the HDL Business License software and adds on line "new" applications to
the website.

Citizen Response
Management (CRM)

Administrative
Services

This project is to implement a customer relationship management (CRM) solution to improve the
completion and tracking of service requests received by the City.

Enterprise
Technology Training

Administrative
Services

This project is to develop and implement a formal training plan to address ongoing training (outside
of the available online training) needs of department staff.

Citywide Mobile
Technology Strategy

Administrative
Services

This project is to establish mobile computing standards and processes to support field staff in
accessing information in the field, as well as supporting the electronic collection of information to
reduce paper-based processes.

Business Continuity
Plan/Disaster
Recovery/EQOC

Administrative
Services

This project is to create and implement an IT Business Continuity Plan and a Disaster Recovery Plan
that would help to ensure timely recovery of core applications in event of an unplanned event or
outage based on business and operational imperatives. Includes periodic updates/tests.
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Project Name

IT/GIS Governance

Sponsoring
Department

Administrative
Services

Information Technology Strategic and Operational Plan

Project Description

Implement a new IT governance model that would provide high-level direction and guidance to the IT
Division. The project would include re-orienting the Technology Advisory Committee (TAC) to more
clearly identify participants, roles, and responsibilities. In the GIS Strategic Plan, Farallon
recommended the formulation of a GIS Steering Committee to help improve communication among
affected users and ensure GIS resources are prioritized to achieve the best overall outcome

Network Performance
and Vulnerability
Assessment

Administrative
Services

This project is to hire an expert consultant (PCI certified) to perform a comprehensive assessment of
network performance and vulnerability to identify issues related to poor network performance and
security.

Replace City Inet

Administrative
Services

The City relies on the Inet for VolP and data connectivity at Lesher Center, Library, Corp Yard, Police
Range, Shadelands, Civic Park, and other locations. This project is to complete a feasibility study in
order to identify a replacement solution and move to implementation.

Email/Voicemail

Administrative
Services

This project is for the upgrade of Exchange 2003 to 2010. As the City runs Unified Communications,
the voicemail and other Cisco software will need to be upgraded at the same time.

ERP System

Administrative
Services

This project anticipates the need to eventually replace the Cayenta Financial System with a
commercial-off-the-shelf (COTS) solution with a proven, best practices solution. Project scope will
include supporting finance, payroll, human resources, and other potential functions (budgeting,
etc.).

HDL - Cayenta
Integration

Administrative
Services

This project is to integrate the HDL system with the Cayenta system to remove manual processes
that require double entry.

Audio/Visual
Standardization and
Support

Administrative
Services

This project is to identify a standard and implement a common conference room audio/visual
solution.

Video Conferencing

Administrative
Services

This project is to identify a standard and implement a common video conferencing solution.
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Project Name

Human Resource
System

Sponsoring
Department

Administrative
Services
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Project Description

This project is to implement a commercial-off-the-shelf (COTS) human resources management
system to automate and streamline existing processes which are largely paper based or supported
using desktop tools.

GIS Data
Development,
Process Workflow,
and Training

Administrative
Services

This project is to establish the data, processes, and procedures required to effectively manage the
City’s geospatial data assets such as addresses, infrastructure, and property ownership. Includes
establishing web services to manage data export/import to other City applications (e.g. Cartegraph).

MapGuide/Oracle to
ESRI/GIS

Administrative
Services

This project is to migrate from MapGuide/Oracle to ESRI/GIS. It would include configuring servers
and databases, and implementing “tile caching.”

Cayenta Upgrade and
Assessment (IP)

Administrative
Services

This project is to implement the latest version (7.5) of the Cayenta financial system, as well as a
business process review of finance and payroll functions to identify opportunities to further leverage
the Cayenta solution. This project could also meet the need for an enterprise-wide time reporting
system with an automated interface to the payroll system.

Replace City Hall SAN
(IP)

Administrative
Services

Off-cycle replacement of error prone system for performance improvement and cost savings.

TeamBudget (IP)

Administrative
Services

Implement TeamBudget to replace Excel-based budgeting.

ITSOP and Budget
(IP)

Administrative
Services

This project is to complete the IT Strategic and Operational Plan, the GIS Tactical Plan, and the IT
and Technology ISF proposed budgets.

Replace Existing ISP
Circuit (IP)

Administrative
Services

This project is required by the existing service provider. IT cannot impact schedule.

ISP Bandwidth
Upgrade (IP)

Administrative
Services

Replace City and Police firewalls, reconfigure routing rules for security and performance, migrate all
public IPs to new address block, test and configuration as required.
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Project Name

PCI Compliance
Security Fixes (IP)

Sponsoring
Department

Administrative
Services

Information Technology Strategic and Operational Plan

Project Description

Variety of Network Changes required by the latest PCI, FBI, and DOJ standards.

Third Floor
Conference Room
Audio Visual

Administrative
Services

Upgrade equipment in 3rd floor conference room.

Operational and
Service Level
Improvements

Administrative
Services

This project is to implement recommendations of the NexLevel operational assessment to achieve
improvements in end user satisfaction, IT documentation and cross training, data center
management and other areas. This project also includes GIS-related documentation and help desk
procedure improvements.

Equipment
Refreshment

Administrative
Services

This project is to implement an annual technology refreshment program that includes annual
funding to replace desktops, laptops, network equipment, and servers. The program will establish
replacement cycles for computer equipment. This does not include Library technology assets.

Standard Desktop
Configuration (IP)

Administrative
Services

This project is to implement a standard desktop configuration (image) to ensure all users have a
common desktop environment to reduce user frustration, improve the IT Division's ability to quickly
respond to issues, and reduce the overall support costs.

Office 2010

Administrative
Services

This project is to upgrade all City PCs to Office 2010, regardless of Windows version.

Safety/Emergency
Paging

Administrative
Services

This project is to set up paging groups for emergency broadcast messages to the speakers on Cisco
phones. Fire alarms, evacuate building, etc. Most work would be contracted.

Library Tech
Equipment Refresh

Administrative
Services

Replace City-funded equipment. This project estimate is based on Library IT's preferred replacement
schedule; City will determine actual cost and timing.

Microsoft/Alternative
Software Study

Administrative
Services

City's Microsoft license agreement expires March 2013. This project is to evaluate GoogleDocs and
other options for replacement.
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Project Name

Replace Obsolete
WAN and Voice
Equipment

Sponsoring
Department

Administrative
Services
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Project Description

This project includes specialized contractor assistance to replace network and voice equipment that
has reached end of life.

Automate County
Parcel Updates

Administrative
Services

This project is to automate the update of information provided by Contra Costa County into the City's
GIS database.

Develop GIS
Applications

Administrative
Services

This project includes easy to use map-based applications for various end user and citizen needs.

Develop
GIS/Business
License Review
Application

Administrative
Services

This project would create an application to streamline operations and assist in recovering funds due
the City through GIS-based analysis of business license status.

Implement Linear
Reference System for
Street Centerline
Data

Administrative

This GIS-related project will eliminate duplicate data with a single master street module.

Class - Cayenta
Integration

ProVenue - Cayenta
Integration

LCA Ticket System
Replacement

eDiscovery

Services

ARCS This project is to integrate the Class system with the Cayenta system to remove manual processes
that require double entry.

ARCS This project is to integrate the ProVenue Class system with the Cayenta system to remove manual
processes that require double entry.

ARCS This project is to replace the ProVenue Ticket System with a "cloud" based system for better 24 x 7
service/functionality, and reduced hardware cost.

City Attorney Need project requirements/approval from City Manager and City Attorney.
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Project Description

Replace current printed agenda packages provided to elected officials and City staff with digital
version. May include provision of mobile device and software e.g. iPad and iAnnotate.

This project is to establish a formal document management strategy. If it is determined that
significant investment is required in SIRE or another document management solution, then a new
project will be created.

Project Name Sponsoring
Department
Digital Delivery of City Manager
Agenda
Enterprise-wide City Manager -
Document City Clerk
Management
Strategy
Website Upgrade City Manager -

Communications

This project will establish a Web Governance Committee that will assess the City's needs. This
project will include a graphic redesign of the current website, as well as to upgrade the backend
Content Management System (CMS) that allows the City more control in day-today management and
presentment of the website content.

Photo Management City Manager -

This project is to implement a commercial-off-the-shelf (COTS) photo management system.

This GIS-based application would provide the public information regarding City demographics,
business locations, available sites, etc.

This project is to implement a wireless network to support the smart parking meters and associated
systems.

This project is to integrate the City's parking system with the Cayenta system to remove manual
processes that require double entry.

System Communications
Develop Public- City Manager -
Facing Economic Economic
Development Development
Application
Smart Parking Meter City Manager -
System Upgrade Parking
IPS Parking - Cayenta City Manager -
Integration Parking
Accela - Cayenta Community

Integration Development

This project is to integrate the Accela permitting system with the Cayenta system to remove manual
processes that require double entry.
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Project Name

Accela Automation
Software (IP)

Sponsoring
Department

Community
Development
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Project Description

This project is to formalize the implementation of the Accela Automation Software. Accela
Automation is a Web and Cloud-based enterprise application that will help the City create a more
citizen-centric, performance based enterprise.

Community
Development Activity
Dashboard

Community
Development

This project is to implement a management dashboard that provides key performance indicators
and other operational metrics related to the City's permitting, plan check, and inspection activity.

Accela - HDL
Integration

Community
Development

This process is to integrate the Accela permits system with HDL business license.

Veri-Pic Photo
Evidence Storage

Deployment

Police

This project is to complete the implementation of the Veri-Pic Photo Evidence Storage Deployment,
which will provide for the storage and retrieval of evidentiary photos. This would include storage
hardware. As there is also a need for a citywide photo storage system, the City should look at this
solution to see if it would make sense to expand this solution.

800 MHZ Portable
Radios

Police

This project is to replace existing portable radio pack sets as the current ones are older and
constantly breaking down. The new radios should be able to work with the current analog and future
digital radios.

Realm/NetMotion
Implementation (IP)

Police

This project is to replace the Police mobile connection with a dedicated Sprint T1, NetMotion
encryption, new MDT base image and other required software. This would include DOJ security
features.

Versaterm Upgrade

Police

This project is to upgrade the Versaterm (CAD/RMS/MDT) hardware and software. It would include
the deployment of “Datamart” advanced reporting, and creation and implementation
synchronization workflows between Versaterm and GIS.

City Hall PD Dispatch
Center

Police

This project is to install a new PD dispatch center in City Hall. The center will include a new phone
system (VolP), dispatch console (provided by EBRICS) and dispatch call recorder.
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Project Name Sponsoring Project Description
Department
Replace Obsolete Police Replace critical equipment past end of life, correct issues with routing rules found during first round
Police Network of replacements.
Equipment (IP)
Versaterm Hardware Police This project installs new hardware to prepare for testing Versaterm software upgrades. Project tied
Replacement (IP) to related hardware installations occurring in same timeframe for efficiency and cost savings.
Police Overtime Police This project is to implement a web-based overtime system.
Software
PD/PS Traffic Public Services | This project is for PD/PS to gain access to all the traffic cameras and implement a recording system
Camera Access that would allow them to record video from all camera locations.

AutoCAD Upgrade (IP) Public Services | Standard desktop image with Windows 7 64 bit, Office 2010, AutoCAD 2012. Includes PC
replacements/swaps.

Reservation System Public Services Registration and payment for Ranger-led programs.
for Open Space

Cartegraph Post Public Services | This project is to complete a review of the recent Cartegraph implementation. It would allow the City
Implementation to analyze what was implemented and identify opportunities to further leverage the asset
Evaluation Review management software to streamline processes.
(PIER)

Cartegraph - Cayenta Public Services | This project is to integrate the Cartegraph asset management/work order system with the Cayenta
Integration system.

Building Security Public Services | This is a project to standardize and implement a common centralized building security and access
System system.

Centralized Irrigation Public Services This project is to implement a Centralized Irrigation Control System that would continuously monitor,
Control System record, and respond to feedback from the field.
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Project Name Sponsoring

Department

Energy Management Public Services
System
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Project Description

This project is to implement an Energy Management System to assist the City in proactively
managing energy consumption and potentially save on utility charges.

Contract Public Services
Management
Software

This project is to implement a commercial-off-the-shelf (COTS) contract management system to
support the City's ability to effectively track and manage contract activities.

Project Management Public Services
Software

This project is to implement a commercial-off-the-shelf (COTS) project management system to
support the Department's project management efforts.

Traffic Operations Public Services
Center Internet
Connectivity

This project is to establish Internet connectivity that meets the performance demands to support the
Traffic Operations Center's needs.
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6.2 Project Timeline and Estimated
Costs

To be successful, the ITSOP must establish a realistic and
achievable schedule as to when the Strategic Project
Recommendations can be completed. The project timeline
presented in Table 4 provides a clear roadmap for the City in
terms of project planning and budgeting.

During the Prioritization Workshop, NexLevel employed a
structured ranking and priority methodology that allowed the
City to actively participate in establishing the project
implementation sequence using a combination of priority score,
staff resources, risk to the City, and budget.

As mentioned in Section 5, if the City does not implement the
Plan Enabling Recommendations, the ability to implement the
Strategic Project Recommendations according to the timeline
will be at best hindered, with projects being delayed, and at
worst, be completely hampered.

Information Technology Strategic and Operational Plan

For each project, NexLevel included a planning and evaluation
period, and it is during that time that City staff will define
detailed requirements, develop and release a request for
proposal (RFP), evaluate vendor solutions, complete the
procurement, and oversee the implementation. In addition,
several of the projects involve ongoing processes that will
follow after the implementation period and these have been
identified as such.

It should be noted that the City should identify and quantify any
additional staffing or support requirements prior to
implementing each project. This includes identifying necessary
training of staff to ensure ongoing support of the technology
implemented. To implement projects without addressing
staffing requirements will jeopardize support and service levels.
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Table 4 - IT Project Timeline - Proposed as of March 2012

Information Technology Strategic and Operational Plan

Training
Ola ated O ange

Q Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4
FY 2011/2012 Planned Projects
Replace Obsglete Police $ s 15
Network Equipment (IP)
Replace City Hall SAN (IP) |$ 65| $ 70
AutoCAD Upgrade (IP) CIP CIP
TeamBudget(IP) $ 150 | $ 175
Realm/Net Motion
1

Implementation (IP) $ 5019 00
ITSOP and Budget (IP) $ 100 | $ 110
Cayenta Upgrade &

250 500
Assessment (IP) $ $
Veri-Pic Photo Evidence

25 50
Storage Deployment (IP) $ $
Versaterm Hardware
Replacement (IP) $ 8519 8
Replace Existing ISP Circuit $ e 5
(IP)
ISP Bandwidth Upgrade (IP) | $ 15| $ 60
PCI Compliance Security
Fixes (IP) $ 208 100
3rd Floor Conference Room $ 30
Audio Visual
IT/GIS Governance $ - |8 50
Enterprise Technology $ 25 | s 75
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Table 4 - IT Project Timeline - Proposed as of March 2012 (cont’d)

Proie o ated 0 4 4 o
0 g Q Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

FY 2012/2013 Planned Projects
Network Performance and

10 40
Vulnerability Assessment $ $
PD/PS Traffic Camera s 25| s 75
Access
Traffic Operauon.s F:enter 3 s 25
Internet Connectivity
800 MHZ Portable Radios $ 25 |$ 50
City Hall PD Dispatch Center| $ 50 | $ 100
Equipment Refreshment $ 175 | $ 750
Operational and Service s 50 |8 150
Level Improvements
MapGuide/Oracle to

2

ESRI/GIS 80 s %0
Versaterm Upgrade $ 115|$ 365
Smart Parking Meter

225 250
System Upgrade $ $
Application Portfolio $ 108 50
Management Assessment
Enterprise-Wide Document $ s 50
Management Strategy
Digital Delivery of Agenda |$ 6|3 20
GIS Data Development,
Process Workflow and $ 30 |$ 60
Training
Audio/Visual

70 145
Standardization & Support $ $
Business Continuity Plan/

25 75
Disaster Recovery/EOC $ $
Standard Desktop

25 100
Configuration (IP) ¥ $
Office 2010 $ 5|% 25
Police Overtime $ 5% 20
Safety/Emergency Paging |$ 25 |$ 50
Business License Upgrade
and Internet Application $ 25 |$ 50
Enhancement
Accela Automation

200 300
Software (IP) $ $

Total Estimated Cost Range f $ 1,181 $ 3,000
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Table 4 - IT Project Timeline- Proposed as of March 2012 (cont’d)

0 g Q Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

FY 2013/2014 Planned Projects
Library Tech Equipment $ 350 | $ 400
Refreshment
Cartegraph PIER $ 25| $ 75
Project Management $ 10 25
Software
City Intranet $ 25| $ 100
Replace City Inet $ 350 ($ 2500
Photo Management System | $ 10 | $ 25
Citywide Mobile

- 100
Technology Strategy ¥ ¥
LCA Ticket System $ 20 s 100
Replacement
Contract Management $ 108 25
Software
Email/Voicemail $ 100 [ $ 175
Automate County Parcel $ 25 | g 40
Updates
eDiscovery $ 75| $ 200
Website Upgrade $ 35($ 150
Centralized Irrigation TBD TBD
Control System
Energy Management TBD TBD
System

Total Estimated Cost Rangef $ 1,065 $ 3,915
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Table 4 - IT Project Timeline- Proposed as of March 2012 (cont’d)

Proje e ated 0 4 4 a
0 g Q Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

FY 2014/2015 Planned Projects
Microsoft/Alternative $ s 15
software study.
Building Security System $ 50 | $ 125
Community Development

10 25
Activity Dashboard $ $
Replace obsolete Wide
Area Network and voice $ 50 |$ 100
Equipment
Video Conferencing $ 25| $ 75
Develop GIS Applications $ 25|$ 50
Citizen Response $ 50 | $ 100
Management Assessment
ngelop GlS./BUSIneS.S . $ 25 | 50
License Review Application
Develop Public-Facing
Economic Development $ 25 % 50
Application

Total Estimated Cost Range f $ 210 $ 490
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Table 4 - IT Project Timeline- Proposed as of March 2012 (cont’d)

Proje e ated 0 4 4 e
0 g Q Q4 Q1 Q2 Qs Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4

Future Planned Projects
Reservation System for $ 108 20
Open Space
ERP System $ 750 |$ 1,500
Human Resources System $ 50 | $ 100
Implement Linear
Reference System for Street| TBD TBD
Centerline Data
ProVenge - Cayenta $ 15| g 35
Integration
HDL-Cayenta Integration $ 15| $ 35
IPS Parl_<|ng - Cayenta 15 |$ 35
Integration
Accela - Cayenta $ 15| ¢ 35
Integration
Accela - HDL Integration $ 15 | $ 35
Cartegrz'a\ph - Cayenta $ 15 | s 35
Integration
Class - Cayenta Integration |$ 15| $ 35
Total Estimated Project Cost| $ 915|$ 1,865

Total Estimated Project Costs $ 4,146 $ 10,695
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7 Conclusion

At its most basic level, _ technology can help reduce the costs associated with delivering
services. At a higher level, when Technology can provide a technology is fully leveraged across an organization, it has the
potential to significantly improve cost effective alternative and enhance service delivery.
The City recognizes the to traditional service importance of leveraging technology to meet the growing business
and service delivery needs in the delivery approaches most cost effective manner. The ITSOP is a valuable tool to ensure
tech_no_logy is procurgd, resulting in improved irr_wpleme_nted, and managed in a cost-effective approach that
maximizes the benefits to the ) City and its customers.

customer service.
The City has made significant strides over the last three years by enhancing and improving the

technology environment. However, as evidenced from the number of projects in the ITSOP, the City faces a significant challenge over
the next three to five years to implement and manage technology. As many organizations have come to realize, the cost and risk of
implementing technology can be significant. The ITSOP recognizes this and places a high level of importance on implementing several
plan enablers (Governance, Infrastructure, Project Management, Standards, and Organization) to help manage and provide a solid
foundation for the planned technology implementations.

The ITSOP is a result of a comprehensive, City-wide planning effort that provided the opportunity for management and staff to review,
discuss, and integrate their technology needs into a common framework. It provides a common understanding of the City’s technology
priorities and serves as a tool providing an overall picture of what is to be accomplished and why.

Walnut Creek’s current technology environment represents a complex system that consists of numerous applications and
infrastructure components. As with any complex system, the addition or modification of any component has the potential to impact
other parts of the system. This ITSOP includes projects that are aimed at improving business applications, technology infrastructure,
and governance. As projects are implemented, it will take careful coordination and planning to manage the change introduced and to
ensure the projects do not adversely impact other components within the City’s technology environment.

While the creation of the ITSOP represents the culmination of one step in the planning process, it also marks the beginning of another
step - one through which City leaders must work together to create an environment that supports the ITSOP. The IT Division must now
work closely with City management, leaders, outside service providers, and staff as they begin a journey to create an organizational
sense of purpose that goes much deeper than any vision statement, mission statement, or plan can communicate.
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The potential is significant, but so too are the challenges. The City has the opportunity to transform the enterprise into an environment
that has the information it needs to function at peak performance, while it and its constituents are well connected in a seamless,

effective manner.
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Appendix 1 - IT Project Timeline Updated November 2012 (includes Approved FY 2012-13 Funding)

ITSOP Revised Schedule Established November 2012 (Funding shown as of FY 12- 14 12 Month Update)

Project Title Est.Cost | Fundea | FuRding L FY 1213 | _FV 1314 FY1Aas Py 1510 Comment
Source |« (||| |al|a2|a3]ad|al|az|a3|a4d| & Future

FY 2011/2012
Replace Cbsolete Police Network Equipment S 15,000 Yes IT Complete
Replace City Hall SAN S 65,000 Yes IT Complete
AutoCAD Upgrade CIP Yes CIP Complete
TeamBudget S 150,000 Yes IT Complete
RealmMetMotion S 50,000 Yes Dept Complete
ITSOP & Budget S 800,000 Yes IT Complete
Veri-Pic Photo Evidence Storage Deployment S 25,000 Yes Dept Complete
Versaterm Hardware Replacement s 85,000 Yes IT Complete
Replace Existing ISP Circuit S - Yes IT Complete
PC| Compliance Fixes Part 1 S 20,000 Yes IT Complete
3rd Floor Conference Room AV Repair 5 5,000 Yes IT Complete
IT/GIS Governance S 25,000 Yes IT Complete
Enterprise Technology Training Part 1 S 15,000 Yes IT Complete
Equipment Replacement (Phase 1) S 75,000 Yes IT Complete
FY 2012/2013
PCI| Compliance Security Fixes S 60,000 Yes IT This phase complete
Cayenta Financial/ERP System Upgrades S 208,000 Yes IT In progress
MDC Repair S - N/A N/A Complete
GIS Contract Services RFP S - Yes T Complete
ISP Bandwidth Upgrade s 28,000 Yes IT Complete
Versaterm CAD/RMS Upgrade 5 85,000 Yes IT Complete
Email Upgrade w/o Voicemail Upgrade S 35,000 Yes IT Complete
Public Services and ARCS Radio S - Yes Dept. Complete
Metwork Performance and Vulnerability Test 5 10,000 | Partial IT Contract pending
Accela Automation Software $ 215,000 Yes Dept. Delayed to FY 13/14
eDiscovery/Archiving S 140,000 Yes IT Complete
LCA WAP Replacement S 15,000 Yes IT Complete
MapGuide/Cracle to ESRI Conversion S 265,000 Yes IT Contract pending
IT Governance $ 25,000 Yes IT Complete
SME Assessment S 50,000 Mo NFA Complete
Equipment Refreshment (Phase 2) S 175,000 Yes T Complete

Schedule and Comments Updated November 2013
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ITSOP Revised Schedule Established November 2012 (Funding shown as of FY 12- 14 12 Month Update)

Project Title Est,Coet | Funded | Funding L FY 1213 | _FY 1314 L ) i o Comment
Source |-} |Q1]02| Q3| Q4| Q1| Q2| Q3| Q4| & Future

FY 2013/2014
Peak Democracy S - Yes Dept. Complete
Operational Service Level Ehancement 5 29,100 | Partial T i Complete
Standard Desktop Configuration S 50,000 No N/A Ongoing
800 MHZ Portable Radios S 50,000 Yes Dept. Complete
Reservation System for Open Space S 24,000 Mo N/A Dept process change
Police Overtime Software S 22,500 Yes Dept. Complete
PD/PS Traffic Camera Access 3 40,000 | Partial Dept. On hold
Traffic Operations Center Internet Connectivity 3 25,000 Yes Dept. On Hold
Replace City Inet 3 125,000 Yes Annual RFP Complete
PC| Compliance Security (Phase 2) $ 50,000 | Partial IT Contract pending
Class System Upgrade % - NIA N/A Update late FY 13/14
Microsoft Office 2010 $ 10,000 Mo IT Complete
Business Continuity Plan/DR/IEOC $ 20,000 | Partial IT IT Contract Pending
Business License Upgrade/Online Apps $ 25,000 Yes Dept. Complete
Digital Delivery of Agenda $ 23,000 Yes IT In progress
GIS Development, Process Workflow & Training 3 60,000 Yes T Contract pending
Energy Management System - Shadelands $ - /A Dept. Combined w/Citywide project
Enterprise-wide Document Management Study 3 50,000 No NIA | Mot Funded
Enterprise-wide Technology Training 3 25,000 | Partial IT MS Office Complete
City Intranet 3 30,000 Yes Tech | ) RFP Issued Nov 2013
Website Upgrade 3 50,000 Yes Tech RFP Issued Nov 2013
New K9 System $ - Yes Dept. I Complete
Police Mobile Tablets % - Yes Dept. Dropped by Dept
Mobile 1D $ - MN/A N/A | Complete
FY 2014/2015
Contract Management Scftware 5 30,000 N/A N/A Mot Yet Scheduled
LCA Ticket System Replacement S 110,000 Yes IT&Dept. RFP in Progress
Citywide Mobile Technology Strategy S 100,000 N/A N/A Not Yet Scheduled
Energy Management System N/A N/A Not Yet Scheduled
Centralized Irrigation Control System N/A N/A Not Yet Scheduled

Schedule and Comments Updated November 2013
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ITSOP Revised Schedule Established November 2012 (Funding shown as of FY 12- 14 12 Month Update)

Project Title et Cost: | Wowded | Funding | FYI2HS ] _BVRL | _Prite jFrikie Comment
Source | - 2 ~|ot1jo2|a3fa4|Q1|Q2| Q3| Q4| & Future

FY 2014/2015 (continued)
Automate County Parcel Updates S 42,500 N/A N/A Not Yet Scheduled
g::i:?”m;gl‘lEFéist Implementation Evaluation 3 75,000 N/A N/A Not Yet Scheduled
Library Tech Equipment Refresh S 350,000 N/A N/A Not Yet Scheduled
Voice Mail Upgrade S 60,000 Yes IT Completed Early - urgent repair
Photo Management System S 30,000 N/A N/A Not Yet Scheduled
Project Management Software 5 30,000 N/A N/A Not Yet Scheduled
FY 2015/16 & Future
Develop GIS Applications s 60,000 N/A N/A Not Yet Scheduled
Community Development Activity Dashboard S 30,000 N/A N/A Mot Yet Scheduled
Video Conferencing S 90,000 NfA N/A Not Yet Scheduled
Building Security System S 150,000 N/A N/A Not Yet Scheduled
Microsoft Alternative Software Study S 15,000 N/A N/A Not Yet Scheduled
FY 2015/16 & Future (continued)
GIS/Business License Review Application 5 60,000 N/A N/A Not Yet Scheduled
Public-facing Economic Development S 60,000 N/A N/A Not Yet Scheduled
Replace Obsolete WAN & Voice S 120,000 N/A N/A Not Yet Scheduled
Audio/Visual Standardization and Support 5 85,000 N/A N/A Not Yet Scheduled
Enterprise Resource Planning (ERP) S 1,800,000 N/A N/A Not Yet Scheduled
Citizen Response Management Application $ 120,000 N/A N/A Not Yet Scheduled
o g oo i 7S |5 awan| wa | wa ot et scheduled
Linear Reference System for Streets S 60,000 N/A N/A Not Yet Scheduled
::;:rr:‘ Resources Information Management s 120,000 N/A N/A Not Yet Scheduled
Safety/Emergency Paging S 10,000 | Partial IT Not Yet Scheduled
"Internal" Web Server TBD N/A N/A Not Yet Scheduled

Schedule and Comments Updated November 2013
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Appendix 2 - ITSOP Project Status as of June 2104 (FY 2014 - 16 Adopted Budget)

. 5 Initial Cost|  Project
Project Title Impact Estimate E‘:Jta t Status
3rd Floor Conference Room AV Repair Enterprise % 5,000 | FY 11 -12 Complete
AutoCAD Upgrade 1 Department No Cost | FY 11 -12 Complete
Enterprise Technology Training Part 1 Enterprise b 15,000 | FY 11 -12 Complete
Equipment Replacement (Phase 1) Infrastructure $ 75,000 | FY 11 -12 Complete
GIS Strategic Plan Enterprise $ 25,000 | FY 1112 Complete
ITSOP & Budget Enterprise $ 80,000 | FY 11 -12 Complete
PCI Complian?:e Fixes Part 1 Infrastructure $ 20,000 | FY 11-12 Complete
Realm/NetMotion Department $ 50,000 | FY 1112 Complete
Replace City Hall SAN Infrastructure $ 65,000 | FY 11 -12 Complete
Replace Existing ISP Circuit Infrastructure No Cost | FY 11 -12 Complete
Replace Obsolete Police Network Equipment Infrastructure 5 25,000 | FY 11 -12 Complete
TeamBudget Enterprise $ 150,000 | FY 11 -12 Complete
Veri-Pic Photo Evidence Storage Deployment Department $ 25,000 | FY 11-12 Complete
Versaterm Hardware Replacement Infrastructure % 85,000 | FY 11 -12 Complete
800 MHZ Portable Radios Department EBRCS | FY 12-13 Complete
Citizen Response Management Application Department 3 120,000 | FY 12-13 Complete
eDiscovery/Archiving Enterprise 3 140,000 | FY 1213 Complete
Email Upgrade w/o Voicemail Upgrade Infrastructure $ 35,000 | FY 12-13 Complete
Enterprise-wide Technology Training Enterprise % 25000 | FY12-13 Complete
Equipment Refreshment (Phase 2) Infrastructure $ 175,000 | FY 12-13 Complete
GIS Contract Services RFP Department No Cost | FY' 12 -13 Complete
ISP Bandwidth Upgrade Infrastructure b 28,000 | FY12-13 Complete
IT Governance Enterprise $ 25,000 | FY12-13 Complete
LCA WAP Replacement Department % 15,000 | FY 1213 Complete
MDC Repair Department No Cost | FY 1213 Complete
Microsoft Office 2010 Enterprise $ 10,000 | FY 12-13 Complete
PCl Compliance Security Fixes Infrastructure b 60,000 | FY 12 -13 Complete
Public Services and ARCS Radio Multi-Department | $ 50,000 | FY 12-13 Complete
SME Assessment Enterprise $ 50,000 | FY12-13 Complete
Versaterm CAD/RMS Upgrade Department 3 85,000 | FY 1213 Complete
Video Conferencing Multi-Department No Cost | FY 12-13 Complete - Skype
Voice Mail Upgrade Enterprise $ 60,000 | FY12-13 Complete
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Appendix 2 - ITSOP Project Status as of June 2104 (FY 2014 - 16 Adopted Budget)
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. . Initial Cost Project

Project Title Impact Extinata Sjta t Status
Business License Upgrade/Online Apps Department $ 25,000 | FY 13 -14 Complete
Digital Delivery of Agenda Enterprise 3 23,000 | FY 13 -14 Complete
Mobile ID Department No Cost | FY 13 -14] Complete
New K8 Systemn Department b 10,000 | FY 13-14 Complete
Operational Service Level Ehancement Department $ 29,100 | FY 13-14 Complete
Peak Democracy Department $ 6,300 | FY 13 -14| Complete
Police Overtime Software Department $ 22,500 [ FY 13 -14] Complete
LCA Ticket System Replacement Department 3 110,000 | FY 13 -14| In Progress - Procurement
Replace City Inet Enterprise 3 125,000 | FY 13 -14] In Progress - Procurement
Cayenta Financial/ERP System Upgrades Enterprise $ 208,000 | FY12-13 In Progress
MapGuide/Oracle to ESRI Conversion Enterprise $ 265,000 | FY 12-13 In Progress
Standard Desktop Configuration Enterprise 3 50,000 | FY12-13 In Progress
Accela Automation Software Multi-Department | $ 215,000 | FY 13 - 14| In Progress
Business Continuity Plan/DR/EOC Enterprise 3 20,000 | FY 13 - 14] In Progress
Network Performance and Vulnerability Test Infrastructure $ 10,000 | FY 13 - 14 In Progress
Centralized Irrigation Control System Department No Cost | FY 13 -14 In Progress
City Intranet Enterprise 3 30,000 | FY 13 -14| In Progress
GIS Development, Process Workflow & Training Multi-Department 8 60,000 | FY 13-14 In Progress
PCI Compliance Security (Phase 2) Infrastructure $ 50,000 | FY 13 -14| In Progress
Website Upgrade Enterprise 3 50,000 | FY 13-14 In Progress
Class System Upgrade Department 3 5,000 | FY 13-14| Pending
PD/PS Traffic Camera Access Multi-Department | $ 40,000 | FY 13 -1 4| Pending
Traffic Operations Center Internet Connectivity Department $ 25,000 | FY 13 -1 4 Pending
Community Development Activity Dashboard Multi-Department | $ 30,000 | FY 14 - 16 Pending
Replace Cbsolete WAN & Voice Infrastructure 3 120,000 | FY 14 - 16 Pending
AutoCAD Upgrade 2 Department No Cost | FY 14-16] Approved FY 14 -16
Building Security System Enterprise $ 145,000 | FY 14 -16  Approved FY 14 - 16
Crime Analysis Department No Cost | FY 14-16] Approved FY 14 - 16
Develop GIS Applications Enterprise % 40,000 | FY 14-16] Approved FY 14 -16
Energy Management System (Multiple Locations) Enterprise g 80,000 FY 14-16] Approved FY 14 - 16
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Project Title Impact '“E‘:t'i:‘g:: P“;’t‘:‘c': Status
Human Resources Information Management
System and Payroll Upgrades Multi-Department $ 495,000 | FY 14-16] Approved FY 14 - 16
SmartJustice Department 5 25,000 | FY 14-16] Approved FY 14 - 16
Audio/Visual Standardization and Support Enterprise 5 85,000 Deferred
Automate County Parcel Updates Multi-Department | $ 42,500 Deferred
Cartegraph Post Implementation Evaluation
Review (plER) Depﬁ rtment $ ?5,000 Deferred
Cayenta Integrations with Provenue, HDL, IPS
Parking, Accela, Cartegraph, Class, etc. Multi-Department $ 245,000 Cieterrad
Citywide Mobile Technology Strategy Enterprise 3 100,000 Deferred
Contract Management Software Enterprise 3 30,000 Deferred
Enterprise Resource Planning (ERP) Enterprise $ 2,100,000 Deferred
Project Management Software Department $ 30,000 Deferred
Enterprise-wide Document Management Study Enterprise $ 50,000 Future
GIS/Business License Review Application Department $ 60,000 Future
Linear Reference System for Streets Multi-Department | $ 60,000 Future
Photo Management System Enterprise $ 30,000 Future
Public-facing Economic Development Department 5 60,000 Future




