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Section 1 – Introduction 

1.1 – Scope and Objectives 
This Business Applications Roadmap (Roadmap) was prepared by 
NexLevel Information Technology, Inc. (NexLevel) for the City of 
Walnut Creek (City) to: 

♦ Document the City’s current business application portfolio 

♦ Define the on-going operation and maintenance 
constraints of current applications 

♦ Identify potential new business applications for the City 

♦ Estimate the implementation costs and timelines for the 
new applications 

♦ Define the organizational support requirements for new 
applications 

 
Equally important to the City’s objective of evaluating its business 
applications, the Roadmap provides background information and 
recommendations for the City including: 

♦ Information technologies that the City should evaluate 
and deploy 

♦ Information technology trends that are affecting municipal 
technology organizations 

♦ How the City should support information technology in 
the future 

♦ The steps that the City should take to continue to be seen 
as a regional leader in the use of information technology 

 

1.2 – Background Information 
In 2012, NexLevel completed an Information Technology Strategic 
and Operational Plan (ITSOP) for the City which was subsequently 
updated in March, 2013.  The effort to develop the ITSOP included: 

♦ Conducting an online survey of all City users to establish 
their level of satisfaction with the business applications 
and IT infrastructure used to support City operations as 
well as their satisfaction with the support services being 
provided by the City’s Information Technology Office (ITO) 

♦ Developing an assessment of the degree to which the 
City’s processes for the support of all of the components 
of its information technology environment conformed to a 
set of IT best practices including the development of 
recommendations for the remediation of areas where the 
City’s processes fell short of the practices 

♦ Facilitating the development of a strategic plan for the 
City that identified specific information technology 
initiatives, their relative priority, and provided a timeline 
for their implementation 

1.3 – Document Organization and Contents 
The Roadmap is organized as follows: 

♦ Section 1 – Introduction: Provides information regarding 
the scope and objectives of the report, background 
information regarding the City’s previous planning efforts 
and trends in the governance, management, and delivery 
of information technology services, as well as the 
methodology used to develop the report  

♦ Section 2 – Current Business Applications Portfolio:  
Provides information regarding the City’s progress in 
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implementing the recommendations and projects 
identified in the ITSOP including recent IT initiatives, and 
information developed by NexLevel regarding user needs 
and concerns regarding the City’s business applications 

♦ Section 3 – City’s Vision for IT Innovation:  Provides 
information regarding what the City should do to prepare 
for the future, including technology the City should be 
reviewing, selecting and implementing; ways in which the 
City can become a leader in technology; trends the City 
should be tracking, as well as how the City can best 
govern, manage, and deliver information technology 
services to the City’s user community and the public in the 
future 

♦ Section 4 – Future Business Applications Portfolio:  
Identifies potential business applications and IT priorities 
that the City should consider including the estimated 
acquisition and implementation costs, implementation 
timelines, and support requirements   

♦ Section 5 – Conclusion:  Provides a summary of the 
information developed in the course of the report and 
thoughts for the City in realizing the benefits of IT through 
a commitment to information technology planning   

1.4 – Methodology 
The information provided in this report was developed through a 
series of individual and group interviews with the City’s key 
stakeholders and staff including: 

♦ City Manager (including Communications and Outreach 
and City Clerk) 

♦ Administrative Services and Finance 

♦ Arts, Recreation, and Community Services 

♦ City Attorney 

♦ Community and Economic Development (Planning and 
Economic Development) 

♦ Community and Economic Development (Building) 

♦ Human Resources 

♦ Information Technology Office (including GIS) 

♦ Police Department 

♦ Public Works 
 
The agenda for these meetings included a review of the projects 
identified in the ITSOP for each department, the business 
applications presently in use and user satisfaction with the business 
applications and with the City’s IT services.  Summaries of the key 
concerns and business applications requirements identified in the 
course of these discussions are provided in Section 2, Current 
Business Applications Portfolio. 

1.5 – IT Service Delivery Challenges 
The challenges faced by governments in planning for the effective 
use of information technology as well as in completing information 
technology projects are significant.  Not only does information 
technology continually evolve, but public expectations for 
ubiquitous access to information and services are also changing.   
Additionally, the continuous evolution of information technology 
has taken IT from the office to the home and now into the mobile 
environment. 
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Whereas generations of information technology professionals were 
previously able to gradually pilot and refine processes and 
procedures, today’s IT practitioners must be able to respond to 
innovations and expectations far more quickly than their 
predecessors.   The stakes are also higher.  Information technology 
has evolved from being a back-office, 9-to-5 support process to a 
strategic channel for the delivery of information and services to the 
public 24 x 7.  This, in turn, is promoting the adoption of new 
methodologies for the delivery of information technology services 
including the use internet-based “cloud” services.   

Figure 1 – Technology Gap 

Figure 1, Technology Gap, depicts this evolution.  While the demand 
for access to information and services is relatively unbounded, the 
ability of government to meet this demand is bounded by the 
available resources.  A complication is that the ability of business 
applications to meet a City’s requirements does not remain static 
but actually decreases over time as the business application and/or 
its supporting technologies age.  Information technology planning 
enables government to adapt by proactively managing business 

applications and targeting investments in information technology in 
the areas of greatest need. 
 
Keeping up with the demand for information technology (or even 
just closing the gap); however, is not just a matter of acquiring new 
information technology.  As shown below in Figure 2, IT Cost of 
Ownership and Return on Investment, IT expenditures need to be 
carefully programmed and planned to ensure that the foundations 
(people, application infrastructure, and IT architecture) for 
advanced business functions such as business intelligence and 
analytics are in place and supported.  The figure also illustrates that 
while advanced business functions provide a higher level of return 
on investment, realizing that return requires substantial investment.  

Figure 2 – Cost of Ownership for Information Technology and Return on 
Investment 

Therefore, the underlying purpose of the Business Applications 
Roadmap is to provide the City with a tool to define technology 
needs, prioritize projects, and ensure resources are assigned to the 
most important business needs of the City. 
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1.6 - Terminology 
Please note that while the Information Technology Office is often 
referred to in the City simply as “IT,” “IT” is also the abbreviation for 
the general use of information technology.  To avoid confusion in 
the document, wherever possible NexLevel refers to the City’s 
information technology organization as “ITO” and spells out 
“information technology” when referring to “IT” in general. 
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Section 2 – Current Business Applications 
Portfolio 
This section of the report provides a perspective of the City’s 
progress since the completion of the ITSOP in 2012.  The section 
considers: 

♦ The City’s progress in completing the recommendations 
and projects identified in the 2012 ITSOP 

♦ An analysis of the results obtained from this year’s City-
wide survey of user satisfaction with Walnut Creek’s 
information technology environment (infrastructure, 
applications, and services) 

♦ User needs and expectations as identified in the course of 
interviews with key user stakeholders 

♦ Challenges being experienced by the City’s IT organization  

♦ The City’s conformance to IT best practices as compared 
to 2012 

♦ The City’s current business applications portfolio 

2.1 – ITSOP Progress 
This section of the report provides information regarding the City’s 
progress in completing the projects and other initiatives that were 
identified in 2012 ITSOP. 

2.1.1 – Overview 
The ITSOP development process was a city-wide effort involving 
more than 180 City staff representing all departments.  It focused 
on identifying the current technology infrastructure, current 
technology issues, and forecasted technology needs.   

A goal of the planning process was to identify a “business driver” for 
each technology need.  To support prioritization and planning, it 
was important that the business impact of any proposed project be 
well defined, as the return on the investment in technology should 
be ultimately defined in business terms. 
 
As depicted in Figure 3, Enabling Recommendations, the ITSOP 
provided a series of plan-enabling recommendations that 
established the foundation for implementation of the strategic plan.  
The ITSOP also identified information technology projects and laid 
out a plan for their implementation.     

Figure 3 – Enabling Recommendations 

The current status of the enabling recommendations is provided in 
Table 1, ITSOP Enabling Recommendations. 
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Table 1 – ITSOP Enabling Recommendations 

Recommendation Intended Outcome Status 
Implement a more 
formal IT Governance 
structure 
 

Improved 
management of IT 
resources, projects, 
and priorities 

Incomplete, 
governance process 
was established but is 
presently suspended 

Implement and fund 
hardware and 
software refreshment 
cycles 

Maintain hardware 
and software reliability 

Implemented 

Implement a formal 
project management 
methodology 

Help ensure successful 
project completion 

Not implemented 

Remain focused on 
maintaining standards 

Minimize compatibility 
and support issues 

In progress 

Reorganize the IT 
division and add two 
new full-time positions 
(technical lead and 
applications lead) 

Improve service levels 
and support existing 
projects 

In progress, new 
positions pending 
budget approval 

Add additional staff 
over time to support 
the strategic project 
recommendations 

Support the Strategic 
Project 
recommendations 

In progress, new 
positions pending 
budget approval 

2.1.2 – Project Status 
Table A1, Status of ITSOP Projects, in Appendix A, provides the 
current status for each of the projects identified in the ITSOP. 
Seventy-two projects were identified and of these: 

♦ 26 have been completed (including the replacement of the 
City’s intranet site and the upgrade to the HDL Business 
License software) 

♦ 21 are in progress including key projects to replace Sire 
with OnBase, the implementation of the Munis ERP 
product, and the implementation of Accela 

♦ 13 are pending and being carried over to the new project 
list 

♦ 12 projects were deleted 

2.2 – User Survey 
During 2016, one hundred and forty-six (146) of the City’s three-
hundred and forty-two (342) full-time employees completed an IT 
User Satisfaction Survey.   This response rate is just under 43%, 
which is typical for prior surveys conducted by NexLevel.  There are 
some structural differences between the 2016 survey and the prior 
survey completed in 2011, but there are sufficient commonalities 
between the two surveys to permit comparison of the results.  
Table 2, Comparison of Survey Results, compares the results in 14 
key service areas and in overall user satisfaction.  A  symbol 
indicates that user satisfaction has improved since 2011; a  
symbol indicates that user satisfaction is essentially unchanged; and 
a  symbol denotes a reduction in user satisfaction.  
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Table 2 – Comparison of Survey Results 

Service Area 2011 
(183) 

2016 
(146) Trend 

Understanding of department business 
functions 

55 92  

Understanding of City’s business 
objectives 

67 93  

Programs meet business needs 67 88  
Control of spam 86 97  
Time to respond  70 96  
Time to satisfy 61 94  
Process used to check back after 
problem solved 

54 95  

Equipment satisfaction 59 89  
Training 54 83  
Network speed and reliability 68 88  
Project Management 54 96  
Leadership 52 94  
Project status 77 92  
GIS Solutions 50 80  
Overall User Satisfaction 68 97  
 
The survey results show a marked improvement in user satisfaction 
since 2011, with all of the common questions showing 
improvement, some significantly so.    

2.3 – User Interviews 
In the course of the 2016 interviews with representatives from the 
City’s departments, a number of common information technology 
needs and themes emerged.  These are discussed below. 

2.3.1 – General Themes 
General themes emerging from the user interviews included: 

♦ Although the users reported that the delivery of 
information technology services has greatly improved 
since the ITSOP (particularly with regard to ITO’s openness 
to new solutions and willingness to work with the users), 
they suggested that the City’s IT organization can improve 
communication and collaboration with the City’s user 
community 

♦ The City’s user community often considers information 
technology as it relates to their specific business 
requirements rather than taking a more holistic approach 
to the City’s business needs.  This indicates the absence of 
a well-articulated, City-wide vision for the role of 
information technology in improving operations 

♦ The need to consider whether the City’s use of 
information technology is reaching a point where it needs 
ITO to provide additional services such as project 
management and business application planning and 
consultation 

♦ A general dissatisfaction regarding the Wyse Virtual 
Desktop Infrastructure (VDI) devices that have been 
deployed by the City.  Performance is a major concern to 
the users, with initial boot-up times of over two minutes 
being reported, and applications such as GIS and 
Microsoft’s Internet Explorer reportedly load very slowly.  
The users noted that any local applications not in the 
central image will be erased when the device reboots and 
then have to be re-installed which is frustrating and time-
consuming 
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2.3.2 – City Manager (including City Clerk and 
Communications and Outreach) 
Communications and Outreach noted that more collaboration with 
ITO would be very helpful as would a greater focus on taking a 
forward looking approach to the issues related to the public use of 
information technology including mobility and web-based services. 

Current Business Processes and Projects 
Current IT projects, accomplishments, and observations include:  

♦ Obtaining greater capabilities and benefits through the 
replacement of the current financial system with Munis 
and the replacement of Permits Plus with Accela.  The full 
implementation of the Accela project is important to the 
community and there is some concern that the project is 
not proceeding more rapidly  

♦ Improving the management of the agenda for the City 
Council and the assembly of meeting packets through the 
implementation of OnBase 

♦ Enhancing the City’s “Open Government” processes.  The 
City recently launched a new Internet web-site which 
includes community engagement features such as 
Government Delivery (https://www.govdelivery.com/) for 
outreach to the community 

♦ The City’s new Intranet site is scheduled to go live shortly.  
The new  site will be  primarily  HR focused and the City 
has gotten much stricter about postings on the site 

♦ The City is using Everbridge for EOC call-outs.  This is 
viewed as very useful since they get real-time feedback as 
to who has responded to the call-out  

♦ The City has obtained a grant from the Metropolitan 
Transportation Commission (MTC) for “Smart Cities – 
Transportation Usage” that will be used to expand its fiber 
infrastructure to better support telecommuting and other 
alternatives that reduce traffic.  Public Works will be 
responsible for this project 

♦ The implementation of Smart Parking Meters has been 
completed and the City is now considering an alternative 
vendor 

IT Needs and Concerns 
IT needs and concerns include: 

♦ Taking a more uniform, rather than siloed, approach to 
digital government with respect to coordinating the use of 
digital channels (including the City’s web site, social 
media, etc.) to more effectively providing public access to 
City services and information 

♦ Continuing to assess and acquire tools such as OpenGov 
and GovDelivery 

♦ Implementing a logging system to record and track public 
requests for information  

♦ Expanding the use of OnBase once the first phase (the 
replacement of SIRE, which is anticipated to be completed 
by July) is done.  Potential  uses of OnBase include 
replacing the agenda management functions provided by 
Granicus, electronic delivery of the agenda, and  photo 
archiving 

♦ Replacing the servers in the City’s municipal parking 
structures that are coming up to the end of their useful 
life  

 Final Report – July 11, 2016   Page | 8 

https://www.govdelivery.com/


 
The City of Walnut Creek – Business Applications Roadmap 

 
♦ Updating the City’s IT policies 

♦ Providing wireless broadband services for the public, 
although this usually ranks last in surveys of community 
needs 

2.3.3 – Administrative Services and Finance 

ERP Replacement 
The primary focus for Administrative Services and Finance at this 
time is the replacement of Cayenta with Tyler’s Munis product.  
Munis was selected through a competitive process that included the 
development of a gap analysis to refine the City’s business 
requirements prior to developing the Request for Proposals (RFP).  
The objective of the gap analysis was to identify areas where 
processes were not as efficient as they could be or duplicative.  The 
City anticipates shutting down Questica (the application presently 
used to prepare the biennial budget) and Cayenta in FY 2017, 
following the implementation of Munis.  The project planning has 
included bringing in a project manager (working for HR) to ensure 
that user objectives are met.  Munis will be implemented in phases 
with finance first, payroll second, and HR third. 

Centralized Cashiering 
In conjunction with the implementation of Munis, Administrative 
Services is interested in determining whether it would be possible 
to introduce a centralized cashiering system across the City. This 
application would provide multiple benefits including more timely 
and accurate accounting of revenue and the elimination of the 
effort related to the creation, entry, and reconciliation of journal 
entries to recognize revenue and update A/R.  One of the obstacles 
to a centralized cashiering system is that Arts and Recreation uses a 
number of different applications and services to collect revenue 
including CLASS (for recreation) which is due for replacement.  The 

City is also interested in enhancing public payments to include 
electronic payments (ACH) and a wider range of credit cards 
including American Express. 
 
The Munis product includes a cashiering module as well as the 
ability to plug-in third-party point-of-sale solutions and the City will 
revisit the cashiering issue during the deployment of the new ERP 
system.  

Public Service Requests 
The City is looking at the deployment of an open-government portal 
using Accela (which is being implemented for planning, permitting, 
inspections, and code enforcement).  At this point the intent is more 
to “push” updates to the public using Government Delivery than for 
the public to report issues to the City (although the City’s PIO may 
be evaluating the deployment of a public application). 

Intranet 
With the implementation of content management capabilities in 
Tyler and OnBase, the City will have less need for the Intranet site as 
a repository for city-wide documents and forms.  There is some 
interest in using the Intranet as a vehicle for facilitating 
communication and collaboration within the City.  

Information Technology Advisory Committee (ITAC)  
The City still has an Information Technology Advisory Committee 
(ITAC) but feels that the committee is not being used as effectively 
as it could.  At the present, ITAC is more focused on information 
technology projects rather than on business needs or priorities.  As 
a result of this focus, members of the City’s management team are 
less inclined to attend and the committee has not been meeting as 
frequently as originally envisioned when ITAC was established. 
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2.3.4 – Arts, Recreation, and Community Services 

Current Business Applications 
Arts, Recreation, and Community Services (ARCS) has also noted 
improvements in ITO’s customer-service; however, they cautioned 
that ITO seems to act first on information technology issues without 
reaching out to the user community to better understand the 
potential impact on them and that ITO could do a better job of 
communicating the status of projects.  ARCS is also concerned that 
ITO support on the weekends (when ARCS is most active and the 
public is most likely to need access to information and services) is 
very limited.   For this reason, Internet access to the ticketing 
application for the Lesher Theatre was migrated from the City’s 
network to a commercial service provider; however, all other web 
services continue to be hosted by the City.  ARCS is also 
experiencing problems with the VoIP phone system – particularly 
with calls from the Lesher Theatre.  
 
ARCS depends on a number of applications including Class (which 
supports recreation including registration and scheduling, 
cashiering, and memberships), and ShoWare (which supports 
ticketing (online and at the theatre), as well as fund accounting and 
distribution). 
 
Support for the Class application is being discontinued by the 
vendor (http://www.activenetwork.com) and ARCS is working to 
select and implement a replacement application by January, 2017 
(an RFP was prepared and issued and they are currently reviewing 
proposals with the assistance of ITO).  Given the trends in the 
industry, ARCS believes that it is likely that the replacement 
application will be cloud-based.  ARCS plans to have a manual 
interface with Munis until the new recreation system is fully 
installed. 
 

The parent company for ShoWare was acquired by the Accesso® 
Technology Group in December 2014, but there does not appear to 
be any change in the status of the product.  ARCS experienced some 
initial problems with the financial interface and fund distribution, 
but these have been resolved and they feel that they have the 
problems under control, although they have to manually reset seat 
prices based on demand.  ShoWare is cloud-based.  ARCS is in the 
second year of a three-year contract with ShoWare and may 
consider other options for performance ticketing and accounting in 
the future. 

IT Needs and Concerns 
IT needs and concerns include: 

♦ Security is a great concern for ARCS.  Some facilities are 
not staffed at all times, so video monitoring would be very 
helpful.  They are concerned that existing video 
installations are siloed rather than integrated into a single 
console where they could be better monitored 

♦ Some facilities have Wi-Fi access, some do not, and only 
some of the facilities provide public access.  The City 
needs to have a plan for providing Wi-Fi access at all 
facilities for both staff and the public  

♦ ARCS feels they copy and print too much and would 
benefit from access to the OnBase document 
management system 

♦ ARCS is using the calendar function in MS Outlook to 
schedule some facilities, but has found the tool to be 
cumbersome and a better scheduling solution would be 
helpful to staff 
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♦ ARCS  may need to replace their current merchant 

provider for payment processing due to PCI-compliance 
issues 

♦ ARCS is  also interested in the future enhancement of the 
City’s Intranet site as a means of collaboration 

2.3.5 – City Attorney 
It was noted that ITO’s support services have improved over time 
and that ITO is responsive, “enabling,” and does a great job of 
coordinating.   
 
The City Attorney uses a number of applications and services 
including Sire (agenda management), an MS Access database to 
track claims, and Westlaw (www.westlaw.com) for legal research.  It 
was also noted that the City’s VPN is not easy to use and  may 
become a problem since the City has a “9/80” work program (where 
employees work eighty hours in nine days and have the tenth day 
off) so it is more likely that employees will need to connect from 
home. 
 
In terms of future requirements, the City Attorney is looking 
forward to the replacement of Sire with OnBase with the hope that 
this will lessen the use of the “E” disk network drive for the storage 
of documents. 

2.3.6 – Community and Economic Development (Planning 
and Economic Development) 

Current Business Applications 
Community and Economic Development (C&ED) noted that the 
ITO’s Help Desk has been very good.  They are disappointed with 
the Wyse VDI devices, noting that GIS and other business 
applications are slow to load as is the IE web-browser.  The blanket 

policies limiting e-mail inboxes to 350mb and attachments to 10mb 
have been problematic for them especially when working on 
complex permits with applicants.  C&ED has been using Box 
(http://www.box.com), a secure, web-based, file-sharing service) to 
get around these limits and while this has helped; access to the files 
is slow particularly for large graphics files.  
 
Permits Plus is the primary business application for C&ED and is 
being replaced by the Accela application since Permits Plus is no 
longer supported.  Although the Accela project is moving slowly due 
to the amount of customization in Permits Plus, the implementation 
of Phase 1 (Permitting, Permit Center and Inspections) will be 
completed in June, and Phase II (Land Permitting, Electronic Plan 
Submittal and Review, Payment, and Munis integration) will begin in 
September.  Accela will be implemented as a cloud-based service 
and eventually integrated with the OnBase Enterprise Content 
Management System.  C&ED also uses GIS, and Sire, among other 
applications. 

IT Needs and Concerns 
IT needs and concerns include: 

♦ Lack of planning for the integration of data between 
Accela and Munis 

♦ Public access to permit and planning information is 
currently limited and very “clunky.”  A more effective web-
based GIS and online permit filing / query is very 
important to the public as is the ability for permit 
applicants to see invoices and payments that have posted 
to their account 

♦ Planners and engineers should have access to permit 
applicant account status so that they do not work on 
permits for accounts that are in arrears 
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♦ Field mobility for code enforcement officers including the 

ability to print notices, etc. should be a priority 

♦ Staff needs the ability to access contractor registration 
and licensing information before they issue a business 
license   

♦ There is a need to augment the City’s GIS staff with a 
planning-oriented resource who would be more business 
oriented regarding planning and land-use issues and 
approaches.  It was also noted that C&ED does not directly 
interact with the GIS database, but use it  for map creation 

♦ C&ED feels it would be helpful if the Adobe suite was 
included in the central image for all users in order to 
facilitate document generation, sharing, and use 

2.3.7 – Community and Economic Development (Building 
Division) 

Current Business Applications 
The major project for the Building Division is Accela.  The 
application’s ability to offer an online permitting process is 
important to the City since neighboring communities offer similar 
services.  The Building Division also uses Bluebeam 
(http://www.bluebeam.com) for plan submittal and will continue 
using Bluebeam until Accela Phase II is complete at which time 
smaller and/or limited projects will be electronically submitted 
through Accela and larger projects will be submitted using 
Bluebeam (Planning does not have Bluebeam). 

IT Needs and Concerns 
IT needs and concerns for the Building Division include: 

♦ Mobile access for building inspectors using iPhones and 
tablets (e.g. MS SurfacePro) using Accela Mobile Office 

♦ A strategy for the storage, editing, and retrieval of 
electronically submitted plans and for the backfile 
conversion of plans previously submitted in hard copy 

♦ Integration of time slips into Accela 

♦ Automation of the Permit Center.  The Permit Center is 
still very manual even to the extent of having a manual 
sign-in log for the public.  C&ED would like to have a kiosk 
with an automated queue management system for the 
public 

♦ Integration of Accela with Business License processing so 
that zoning requirements can be verified prior to the 
issuance of a Business License  

♦ The Department would like to develop an information 
technology roadmap for managing the use of technology 
within the department 

2.3.8 – Human Resources 

Current Business Applications 
The functionality provided by Cayenta is limited so the department 
relies on ad-hoc databases and spreadsheets as well as manual, 5-
part NCR forms.  HR is very involved in the Munis implementation 
(the Project Manager is from HR) and is working closely with 
Finance.  One of the benefits of the implementation of Munis will be 
the ability to implement an automated process for Personnel Action 
Forms (PAFs).  HR is also involved in the OnBase project with the 
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objective of using both Munis and OnBase to implement an 
electronic personnel file. 
 
HR is using NeoGov for recruiting and screening applicants and will 
continue to do so in the future (the City did not purchase the online 
recruitment module for Munis since the City already has the Online 
Hiring component of NeoGov although it has not yet been installed). 
 
The City is implementing a new program for employee coaching and 
training, otherwise performance management is mostly manual. 
 
Although HR likes the dual monitors that are provided with the 
Wyse VDI desktops, they have some concerns including problems 
with MS Word and MS Excel not loading quickly and with the 
compatibility of older documents and spreadsheets with the current 
versions of MS Office applications that are provided. 

IT Needs and Concerns 
IT needs and concerns for HR include: 

♦ Although HR will be maintaining the City’s Intranet site, 
they are concerned that there is no single owner for the 
site with responsibility being piecemealed by department 

♦ HR reporting is largely manual (particularly with EEO and 
ACA compliance), although this should be improved with 
the implementation of Munis 

♦ HR needs additional tools for performance management 
including an automated repository for supervisor notes, 
tracking the completion of training and conformance with 
mandatory certifications (this may be addressed through 
the implementation of Munis) 

2.3.9 – Police Department 

Current Business Applications 
The Police Department believes that the City’s centralized approach 
to information technology services and support does not work 
effectively for them given their unique mission and that the 
information technology supporting law enforcement is highly 
specialized.  In particular, the division of the responsibilities for 
information technology between the PD and ITO is not well defined, 
and given a lack of public safety expertise in ITO, the PD feels that 
they are “always behind the curve.” 

IT Needs and Concerns 
The PD has a number of information technology projects that are 
either planned or in progress. These projects do not necessarily 
involve ITO resources and have not been included in ITO projects 
identified in Section 4 of this report.   Activities include: 

♦ Improvement of CAD reliability and performance 

♦ Expansion of body cameras (presently in pilot mode) 

♦ Expansion of license plate readers 

♦ Creation of a technology roadmap for the PD (in progress) 

♦ Development of an open-data platform on the City’s web-
site to accommodate public requests for information 

♦ Deployment of hard modems in patrol vehicles equipped 
for automated vehicle location (AVL) (currently in pilot) 

♦ Acquisition of an improved application for the dictation of 
incident and other field reports 

 Final Report – July 11, 2016   Page | 13 



 
The City of Walnut Creek – Business Applications Roadmap 

 
2.3.10 – Public Works 

Current Business Applications 
Public Works noted that while ITO is very busy, the organization has 
become more customer-focused and this is appreciated by the 
department.  Public Works makes use of a number of applications 
including the Cartegraph Computerized Maintenance Management 
System (CMMS), GIS, Accela, SIRE (for agenda items), and AutoCad.  
Public Works also manages capital improvement projects (CIP) 
including the City’s overall 10 year capital projects plan. This 
information is kept in multiple applications including MS Word. 
 
The department is responsible for the maintenance of street 
parking meters (including the collection of money from the meters) 
and has received a grant for a parking space location system.  The 
City’s parking structures are operated and maintained under an 
agreement with a private contractor that is managed by the City 
Manager’s office. 
 
Public Works is starting to use iPads for inspections and clean water 
programs.  They have experienced some problems in getting data 
from the iPads to the Cartegraph CMMS and to GIS.  They have, 
however; had better success with the mobile version of Cartegraph. 

IT Needs and Concerns 
Public Works is particularly concerned about mobility and 
application integration.  Their overall information technology needs 
and concerns include: 

♦ Public Works has a pavement management application 
and foresees the need for a similar application for the 
management of City facilities. They are presently 
performing a study to evaluate access and security 
requirements at each facility and this is likely to result in 

the identification of projects and work orders which will 
then be managed by the new facilities management 
application 

♦ The acquisition and implementation of an energy 
management system for City facilities 

♦ Community Development is upgrading Accela to enable 
the City to retire PermitsPlus and to begin accepting 
permits online. This functionality will impact Public Works 
since they are involved with street, storm drain, and other 
development projects.  Public Works issues development 
and encroachment permits while code enforcement 
activities are performed by Community Development 

♦ Public Works is responsible for the maintenance of some 
3,000 acres of open space and is using Excel spreadsheets 
to create and track work orders for the maintenance of 
this property.  Public Works anticipates the need for an 
application to replace this use of Excel 

♦ Public Works is  responsible for the maintenance of street-
facing video and have some concern that the expansion of 
the City’s video program may exceed the resources 
available (Public Works only has three Traffic Signal 
Technicians) 

♦ Public Works believes that there is a need for the 
acquisition and implementation of a central irrigation 
system for the City 

♦ The department envisions the implementation of 
expanded public engagement / open government 
applications including an application to enable members 
of the community to directly report items (these are 
presently e-mailed to the Mayor or reported to Public 
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Works via telephone).  The installation of a public-access 
kiosk in the lobby of City Hall would also be helpful   

2.4 – ITO and GIS Interviews 
NexLevel conducted a group interview with ITO staff as well as 
separate interviews with the IT Manager and the GIS staff.  Items 
identified in the interviews related to accomplishments, current 
projects and activities, resource constraints, information technology 
challenges, and planned IT projects.  These are summarized below. 

2.4.1 – ITO Interviews 

Accomplishments 

♦ The City solicited bids for a replacement of the Intranet 
site (assessed as being ineffective in the 2012 ITSOP) and 
selected the same vendor to implement a new site for the 
City.  Development has been completed and the launch of 
the new site was pending at the time of the interview 

♦ ITO has refreshed the City’s core server and data storage 
infrastructure including an upgrade from Microsoft 
Exchange 2003 to 2010  

♦ Approximately 200-250 Wyse VDI devices have been 
deployed (nearly everywhere in the City except for the PD) 
with the objectives of reducing the cost for desktop 
support, making it easier to deploy new and/or updated 
applications, and improving security.  One of the lessons 
learned from the VDI deployment was the need to provide 
strong support for the users and their business 
applications during the transition (note – a common 
complaint from the users is that the VDI devices are 
slower than their desktops but ITO has been unable to 
verify this) 

Current Projects and Activities 

♦ The City has several major concurrent business application 
implementation projects in progress including the 
replacement of Cayenta with Tyler Munis, the 
replacement of SIRE with OnBase, and the implementation 
of Accela 

♦ ITO uses BMC’s Track-It! (http://www.trackit.com/) 
information technology service management (ITSM) 
product to record and track projects and activities.  At 
present ITO has between 130 and 190 tickets open at any 
time 

♦ ITO is working to standardize and simplify the A/V 
equipment and procedures in the City’s conference rooms 

Resource Challenges 
It was noted that while ITO is adding two FTE’s (pending budget 
approval), it is also losing a current staff member which will result in 
a temporary shortfall in ITO resources while the demand for IT 
services is continuing to increase.  ITO is also torn between 
promoting individuals from within (which encourages employees to 
remain with the City and builds commitment) versus bringing in 
external resources with experience but who do not have the same 
knowledge of the City as current staff members. 
 
Other areas of concerns noted by the interviewees included: 

♦ The City’s users are increasingly dependent on 
information technology to perform their jobs and ITO 
believes that it is under-staffed to handle the increasing 
demand for services.  This results in IOT staff members 
having less time for the “hands-on” resolution of with the 
users and makes it difficult for them to balance project 
work vs. Help Desk requests.  Some staff members felt 
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that the inability to have more hands-on time with the 
users was impacting user satisfaction 

♦ ITO staff members also expressed concern that with so 
many concurrent, major information technology projects 
in progress (such as Munis) that IT staffing may be 
stretched to support the implementation of these projects 
as well as to support them once they go live 

♦ Although ITO is well-staffed to provide network and 
desktop support, there is concern that it is less able to 
respond to increasing user requirements for business 
analysis and application support  

♦ There was a consensus among the interviewees that 
additional / refresher business application and technical 
training for the users would make them more proficient 
and self-sufficient and eliminate many of the calls made to 
the Help Desk 

♦ Staff limitations and the number of projects currently in 
progress have made it difficult for ITO staff members to 
find the time to take training classes or to attend 
conferences 

Information Technology Challenges 

♦ ITO is aware that, despite the gains in customer service, 
some users (particularly the Police Departments) are 
dissatisfied with service delivery and is working to identify 
and resolve the areas of concern including changing staff 
assignments, obtaining authorization for additional 
positions, and developing additional areas of expertise 
such as business analysis and project management 

♦ The City does not have a mobility strategy in place or a 
mobile device management (MDM) system.  This is 

becoming more critical as newer business applications 
generally come with mobility options and the number of 
mobile devices in use is increasing.  The City has yet to 
make a decision on the expansion of two-factor 
authentication for non-public safety users 

♦ The City is enhancing its processes for disaster recovery 
including standing-up an alternative site in Rocklin as an 
exercise; however, ITO has yet to develop a formal 
disaster recovery plan nor have departments consistently 
identified their requirements for business continuity 

♦ ITO would like to have more opportunity to explore, 
evaluate, and pilot new information technology for the 
user community 

Planned IT Projects 
Beyond the projects already in progress (i.e., Tyler, OnBase, and 
Accela), the interviewees identified a number of internal and user-
related projects that are being planned including: 

♦ The deployment of public Wi-Fi services in the downtown 
area 

♦ The implementation of a pay-by-phone parking 
application that is linked to traffic enforcement 

♦ Network improvements 

♦ Migrating existing IT documentation to a Wiki or similar 
technology that would make it more available to staff and 
promote collaboration   
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2.4.2 – GIS Interviews 
GIS has completed the migration from the City’s prior Oracle-based 
GIS to ESRI which will give the users more access to dynamic map 
data.  GIS projects completed or in progress include: 

♦ 3D rendering of nature trails for the public 

♦ Plotting of storm water catch basins 

♦ Plotting of tree data to identify trees that need to be 
inspected by the City – including highlighting problems 
such as utility risks, cracked pavement, etc.  The tree data 
is imported from Cartegraph.  GIS is also working to share 
data with public utilities including PG&E 

♦ Active portrayal of capital improvement projects (CIP)  

♦ Roll-out of GIS to public safety 
 
GIS is dealing with a number of issues including: 

♦ There is no executive sponsor for GIS in the City, and no 
consistent vision for the overall use of GIS  

♦ Some departments are using GIS more effectively than 
others.  For example. GIS has been reluctant to roll-out 
web data to Community Services since they have not been 
updating their data 

2.5 – IT Best Practices Conformance 
As part of the development of this roadmap, NexLevel performed 
an assessment of the degree to which the City and ITO conform to a 
set of information technology best practices.  Just as there have 
been significant changes in information technology since 2012, 
NexLevel’s methodology for the assessment of best practice 
conformance has also changed so the 2012 results were mapped 
into the new model and format.  The most significant changes in the 
methodology have been: 

♦ The adoption of a maturity model for the use of 
information technology that is mapped to IT best practice 
conformance 

♦ A change in the number of IT best practice dimensions 
from seven to six 

♦ A change in the methodology for calculating IT best 
practice conformance 

 
Each of these is addressed below. 

2.5.1 – IT Best Practice Maturity Model 
 The maturity model is depicted in Figure 4, IT Best Practice 
Maturity Model, below.    The model is based on five levels of 
maturity ranging from “Frontier” (where the IT organization is 
largely unstructured) to levels of progressively higher conformance 
to best practices as organizations adopt well-defined and 
repeatable processes.   
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Figure 4 – IT Best Practice Maturity Model 

The characteristics of each of the levels in the maturity model are as 
follows: 

♦ Frontier Level:  Organizations at the Frontier Level have 
fewer than 20% of their processes in conformance to best 
practices.  This level of maturity is characteristic of new 
and/or re-organized IT organizations.  Organizations at this 
level focus on getting the job done, often at the expense 
of return on investment and the sustainability of the 
services provided 

♦ Reactive Level:  Organizations at the Reactive Level 
generally have well developed procedures including 
formalized procures for incident reporting and tracking 
and are committed to customer service but spend a 

disproportionate amount of their time and resources 
“fighting fires.”  Organizations at this level of maturity 
tend to be primarily focused on managing the cost of 
information technology rather than finding a balance 
between cost and value 

♦ Proactive Level:  Organizations at the Proactive Level have 
many of the same attributes as organizations at the 
Reactive Level, but with the key difference that they 
continually seek to improve service delivery by finding 
long-term solutions to common problems by improving 
user competency, self-reliance, and training so that they 
do not need to call IT for support as often.  This is the 
“turning point” for many organizations since they are 
better able to use their IT resources for strategic purposes 
rather than reactively responding to the same problems.  
These organizations are often focused on the value that 
they obtain for their investments in information 
technology  

♦ Service Level:  Organizations at the Service Level have 
more than 80% conformance to IT best practices.  These 
organizations are generally highly dependent on 
information technology to deliver information and 
services to their customers and generally derive much 
higher returns for their investments in information 
technology 

♦ Value Level:   The Value Level is generally applicable to 
private sector firms that use technology as a competitive 
differentiator or as a profit center; although public sector 
organizations find that some components of both the 
Service and Value levels are useful particularly with regard 
to community engagement and meeting increased public 
expectations for access to information and services 
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In this model, 50% conformance with best practices is a key metric. 
Organizations with less than 50% conformance are generally 
reactive in responding to user needs, while those with better than 
50% conformance are generally proactive and better able to 
anticipate user needs.  NexLevel has observed that many 
organizations achieve between 40% to 60% conformance to the IT 
best practices (as a result, they often have some of the 
characteristics of both the reactive and proactive levels of the 
model).  NexLevel recommends that organizations work to achieve 
at least 50% compliance with best practices (i.e., on the border 
between the Reactive and Proactive levels), with 65% being a 
reasonable target.      

Caveats Regarding Conformance to IT Best Practices 
A number of factors can affect an IT organization’s ability to adopt 
or consistently follow best practices.  For example, IT organizations 
that have been under-funded or that are in transition from hosted 
service delivery models to hybrid or sourced service delivery models 
typically find themselves at the Reactive Level of the model.  
Nonetheless, the benefits to improving the degree of compliance 
with best practices include: 

♦ Greater ability / agility to meet increased user needs for 
support and to meet increased public expectations for 
access to information and services 

♦ Deriving greater value (in areas such as increased 
effectiveness in the delivery of services to the user 
community) for investments in technology - this is 
measured as a higher return on investment (ROI) 

♦ Greater ability to sustain, if not further improve on, the 
level of IT service provided to the user community 

 

NexLevel’s assessment of IT best practices conformance is heavily 
weighted towards the development and use of formalized 
procedures supported by appropriate documentation since these 
provide the basis for sustaining and improving services and service 
levels over time.  If we were to compare two comparable 
information technology organizations, each providing the same 
services with the same degree of user satisfaction, the organization 
that has more formalized processes and documentation will have a 
higher degree of conformance. 
 
It should be noted that an information technology organization 
need not meet or exceed every best practice in order to provide 
excellent customer service; however, a higher degree of conformity 
to IT best practices generally enables an information technology 
organization to sustain service delivery levels over time and to 
successfully cope with external and internal factors that have the 
potential to disrupt its ability to deliver services. 
 
The converse is also true, although less frequent, i.e., an  IT 
organization may have an apparently high degree of conformance 
to IT best practices but may nonetheless experience challenges in 
meeting user needs.  Often this is due to a gating factor of some 
sort, such as insufficient staff resources that make it difficult to 
consistently follow procedures such as change management, or 
formal procedures that have not kept pace with changes in 
technology or changes in user expectations. 
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2.5.2 – IT Best Practice Dimensions 

Figure 5 – Dimensions of IT Best Practices Model 

As depicted in Figure 5, Dimensions of IT Best Practices Model, 
NexLevel uses a comprehensive list of best practices that are 
categorized into six separate dimensions to evaluate the 
organization’s compliance with best practices. 
 
The dimensions are separated into three categories and include: 

♦ City Leadership Ownership:  The City’s leadership / 
management team is responsible for conformance to the 
best practices for information technology governance 

♦ Shared Ownership:  Those dimensions where the 
organization’s leadership / management team shares 
ownership with the IT organization for best practices 
conformance in service delivery, business technology 
applications, infrastructure, and security / information 

protection.  This is particularly relevant where 
organizations have decentralized IT environments where 
the responsibilities for the support of components of the 
IT environment are shared between the IT organization, 
user organizations, and/or external IT service providers 

♦ IT Ownership:  The City’s IT organization is primarily 
responsible for best practices conformance for IT 
administration 
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2.5.3 – City’s Conformance to IT Best Practices 

Figure 6 – Assessment of City’s Conformance to IT Best Practices, 2013 ITSOP and 2016 Business Applications Reports 
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Figure 6, Assessment of City’s Conformance to IT Best Practices, 
2013 ITSOP and 2016 Business Applications Report, depicts the 
changes that have occurred in the City’s conformance to the IT best 
practices.  Overall, the City is still straddling the line between the 
Reactive and Proactive levels of the maturity model; however, the 
City now has five of the six dimensions in the proactive level 
compared to three of the dimensions in 2013. 
 
By dimension the figure depicts that: 

♦ Information Technology Governance:  This is the only 
dimension where the City has lost ground since 2013, 
primarily since the ITAC (IT Advisory Committee) has not 
functioned as a leadership team focused on the alignment 
of IT directions and priorities with the City’s overall 
directions and priorities.  One of the recommendations 
provided in this report will address steps that the City 
should take to reorganize and redirect the ITAC   

♦ Service Delivery:  The City has made improvements in 
service delivery with users expressing their appreciation of 
ITO’s openness to new requirements and ideas and 
communication with the user community.  ITO’s 
capabilities in project management and business analysis; 
however, remain limited, and this will inhibit ITO’s abilities 
to meet emerging user requirements and to effectively 
broker services for the user community  

♦ Business Technology Applications: The City is rapidly 
transforming its business applications portfolio with the 
implementation of core enterprise applications including 
the Tyler Munis ERP system in place of Cayenta, the 
implementation of Accela for land management, and the 
implementation of Hyland’s OnBase content management 

system in place of SIRE.  The completion of these 
implementations will significantly change the City’s 
position in this dimension 

♦ Infrastructure:  The City’s information technology 
infrastructure has been improved since the completion of 
the ITSOP in 2013.   Of particular importance is the 
building a new core of application servers and storage 
devices.  Items that the City should address to further 
improve the IT infrastructure include a more formal 
approach to capacity planning and management and more 
inclusive approach to business continuity and disaster 
recovery 

♦ Security / Information Protection:  The City has taken 
steps to improve security; however, some key items such 
as mobile device management, education for users using 
mobile devices,  and the development of a formal plan for 
the identification and mitigation of cyber threats as well as 
the recovery from a cyber-attack have yet to be addressed 
by the City 

♦ IT Administration: The City has similarly taken steps to 
improve the administration of ITO including a greater 
degree of collaboration between the staff members, 
although some items such as software license tracking, 
the development of formal procedures, and 
documentation, could be further improved 
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2.6 – Current Business Applications Portfolio 
Often, business applications are the most visible and problematic 
component of a City’s information technology environment.  A 
number of factors including the functionality provided by the 
business application, the thoroughness with which it was 
implemented, and the quality of the support provided for the 
business application (either by the vendor or the IT organization), 
can have a significant impact on business application effectiveness 
and user satisfaction. 
 
This section of the report provides an analysis of the applications 
(software products that support City operations excluding general 
office software such as word processing, e-mail, and spreadsheets 
and 3rd party applications used for reference only) that comprise 
the City’s current business applications portfolio.  It does not 
include discussions of projects that are currently in progress 
(including the implementation of the Tyler MUNIS ERP application 
suite or the implementation of Hyland’s OnBase enterprise content 
management system) – these are included in Section 4 – Future 
Business Applications Portfolio). 
 

Figure 7, COTS Business Application Lifecycle and Viability, provides 
a perspective of the stages of the lifecycle of a commercial, off-the-
shelf (COTS) business application starting from being a prototype, to 
its emergence as a product, through its maturity, to a phase where 
the product is maintained but not enhanced, and finally, to the 
point where the application is no longer supported.  As an 
application matures, it gains both functionality and viability as the 
vendor becomes more adept in supporting the application and 
assisting organizations in its implementation. 

Figure 7 – COTS Business Application Lifecycle and Viability  

Eventually, many COTS products reach a stage (“Maintenance”) 
where the vendor continues to support it (such as correcting 
reported defects and keeping the product compatible with current 
web-browsers) but seldom adds new functionality or features.  The 
maintenance stage may continue for some time; however, 
eventually a product reaches the point where reductions in 
maintenance revenue (as customers move to newer products) reach 
the point where it is no longer economically feasible to support the 
product.   When this happens, the vendor may announce the end of 
support for the product, contract support to a third-party, or sell 
it.  Since replacing a business application can be a complicated, 
multi-year process, organizations with effective application portfolio 

Final Report – July 11, 2016 Page | 23 



 
The City of Walnut Creek – Business Applications Roadmap 

 
management processes usually begin planning for the replacement 
of business applications early in the maintenance stage. 
 
Figure 8, Application Effectiveness, provides a model for the relative 
effectiveness of business applications.  In this model, the 
effectiveness of a business application is evaluated as a function of 
its technical merits (the functionality provided, the usability of the 
functionality, and the viability of the application based on its 
lifecycle), and as a function of its business effectiveness (does the 
application support the user’s business needs, and if not, is this 
related to the business application itself or a problematic 
implementation).   

Figure 8 – Application Effectiveness 

For each of the four quadrants in the model, NexLevel has provided 
an assessment of the relative Return on Investment (ROI) for the 

business application (high, medium, and low) and recommended 
actions including:  

♦ Retain – The City should continue to use the application 

♦ Evaluate – The City should perform an evaluation to 
determine whether continued use of the application is 
consistent with the City’s business needs and priorities 

♦ Re-engineer Business Processes:  The City should re-
engineer its business processes to better utilize the 
features and functions provided by the application  

♦ Re-implement Business Application – The City should re-
implement the business application (often in conjunction 
with re-engineering business processes) to obtain greater 
effectiveness. 

♦ Replace – The business application should be replaced as 
soon as practicable 

 
Figure 9, 2013 ITSOP Application Effectiveness Diagram, depicts the 
results of NexLevel’s assessment of the effectiveness of the City’s 
business applications in 2012/13.  Sixteen business applications 
were evaluated with the result that eight of the sixteen were 
deemed as being highly effective, seven were deemed as being 
moderately effective, and one was deemed as being ineffective.   
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Figure 9 – 2013 ITSOP Application Effectiveness Diagram 

Table 3, Status of Business Applications, below, provides a summary 
of where the City stands today compared to 2012/13, including: 

♦ The name of the business application 

♦ The business functions it supports 

♦ The user sponsor(s) 

♦ The ITSOP assessment of the business applications 
effectiveness 

♦ The current status of the business application, including 
any changes in the assessment of its effectiveness 

♦ Notes 
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Table 3 – Status of Business Applications 

Business Application Business Process User Sponsor(s) ITSOP Assessment Current Status Notes 

Class Reservations for athletic activities 
and facilities 

Arts, Recreation and 
Community Services 

Effective Nearing end of life, being replaced  

Granicus Agenda management and 
publishing 

City Clerk Effective Retained, may possibly be replaced by 
OnBase 

 

GIS (ESRI) Geographic Information Community and Economic 
Development 
Public Works 

Effective Retained – use of ESRI is being 
consistently expanded by the City 

(1) 

HDL Business Licenses Community and Economic 
Development 

Effective Retained, upgraded to current version, 
not part of ERP project 

 

NeoGov Recruitment Human Resources Effective Retained  
NetMotion Secure mobile communication Police Effective Retained  
Parking Parking revenue collection Finance & Administrative 

Services 
Effective Retained  

ProVenue Event reservations, ticketing, and 
revenue distribution 

Arts, Recreation and 
Community Services 

Effective Replaced by ShoWare  

VoIP Telephony Finance and Administrative 
Services 

 Retained  

Cartegraph Maintenance management Public Works Effective Now considered to be constrained and 
being evaluated for replacement 

 

Cayenta Finance Finance and Administrative 
Services 

Constrained Being replaced by Munis  

Civica (City Web-Page) Public web-page City Manager’s Office Constrained Replaced  
PermitsPlus Development Community and Economic 

Development 
Public Works 

Constrained Being replaced by Accela  

Sire Agenda and document 
management 

City Clerk Constrained Nearing end of life, being replaced by 
OnBase 

 

Traffic  Public Works Constrained Retained  
Versaterm Cashiering Finance and Administrative 

Services 
Constrained Retained but may be replaced by Munis 

cashiering module 
 

Intranet Shared documents / 
collaboration 

Human Resources Ineffective Replaced  

Notes:  
(1) Not included in the ITSOP assessment of application effectiveness. 
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Section 3 – City’s Vision for IT Innovation 
This section of the roadmap provides information regarding what 
the City should do to prepare for the future, including technology 
the City should be reviewing, selecting and implementing; the ways 
in which the City can sustain its role as a regional leader in 
information technology; IT service delivery trends that the City 
should be tracking, as well as how the City can best support govern, 
manage, and deliver information technology services to the user 
community and the public in the future. 

3.1 – Information Technology Trends 

Figure 10 – Strategic Information Technology Trends 

While predicting the future of information technology can be 
challenging, there are steps that the City can take to enable it to 
better adapt to, and utilize, the trends in information technology 
depicted in Figure 10, Strategic Information Technology Trends.  As 

depicted in Figure 10, there are seven key information technology 
trends that the City should consider in its planning efforts.  Some of 
these, including digital government, mobility and consumerization 
of IT, and cybersecurity are closely related, while business 
intelligence and analytics, enterprise document and content 
management, and organizational change management share a 
common focus in enabling organizations to obtain greater value for 
their investments in information technology.  Strategic 
Sourcing/Cloud Services provides the City with the opportunity to 
employ the most effective channel for the delivery of agile 
information technology services. Each of these trends is discussed 
below.  

3.1.1 – Digital Government 
Local governments are increasingly turning to the Internet to make 
information and services available to the public.  This trend is being 
driven by both increased public expectations for access to 
information and services as well as by efforts to better manage the 
cost to deliver information services to the public through reductions 
in staffing.  Typical delivery channels include: 

♦ Web-based services including “traditional” organization-
sponsored web-sites as well as services provided by third-
party firms that either link back to the organizations web-
page or that provide a “portal” for the submission of 
questions or service issues to the City 

♦ Various social media platforms such as Facebook, Twitter, 
and YouTube 

♦ A variety of devices including desktop, portable, and 
mobile devices (as discussed in the section on mobility and 
the consumerization of IT) 
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The Challenges of Digital Government 
Although nearly all local governments have some form of online 
presence, they often experience a number of challenges in 
implementation and continuing maintenance of the sites including 
keeping the presentation and content current as well as adapting to 
the emergence of new channels for the delivery of services and 
information.  Other challenges being experienced by local 
governments in the implementation of digital strategies include: 

♦ Not all constituents have high-speed access to the Internet 
nor do all constituents have the required skills to 
effectively use the Internet.  In the past, discussions 
focused on the “digital divide” and while this is beginning 
to close, new challenges including the “mobile divide” 
have emerged since not everyone desires to conduct their 
business using mobile devices.  As a result, local 
governments continue to invest in resources (facilities and 
staff), associated with providing digital service, including 
the costs related to having staff available to respond to 
members of the public who experience problems using 
digital services 

♦ Not all government services are good “fits” for the digital 
environment, nor is the digital environment a magic bullet 
for providing to the community.  Decisions to provided 
information and services through digital channels are 
often made without sufficient consideration to cost and 
complexity, particularly with regard to information 
confidentiality or the complexity of the business process.  
The completion of complex transactions may often require 
the development of “wizards” or other aids that can be 
costly to deploy and maintain  

♦ Local governments are not always prepared to budget for 
the complexities and costs of the digital environment.  For 

example, while the use of multiple channels for the 
delivery of information and/or services make it possible to 
reach broader segments of the public (ubiquity); it also 
introduces the problems (and costs) related to keeping the 
messages and/or information current, consistent, and 
appropriate to the channel employed and the devices 
used 

♦ Local governments do not always consider all of the costs 
related to the delivery of digital services.  These include 
the costs related to provisions for cybersecurity, 
monitoring, and managing the performance of web-sites, 
vendor oversight, and maintaining technical currency  

Digital Strategy 
For these reasons, local governments seeking to make effective use 
of multiple digital channels for the delivery of information and 
services should have a comprehensive strategy that considers: 

♦ The person or department responsible for the 
implementation of the organization’s digital strategy 
(generally the Public Information Officer) 

♦ The different segments of the public that the organization 
wants to reach 

♦ The information and services that these segments of the 
public need, the service levels that they are likely to 
expect, and the cost to the City in providing them 

♦ The best means of delivering the information and services 

♦ The role of the various units within the organization in 
supporting digital services 

♦ The assignment of organizational responsibility for 
providing oversight for the implementation of the digital 
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strategy and for coordinating the delivery of information 
and services to the public  

 
The Federal Government has adopted a digital government strategy 
that is built on four principles which could be adapted for the use of 
local government including: 

♦ An “Information-Centric” approach – Moves the 
organization from managing “documents” to managing 
discrete pieces of open data and content  which can be 
tagged, shared, secured, mashed up and presented in the 
way that is most useful for the consumer of that 
information 

♦ “Shared Platform” approach – Helps organizations work 
together, both within and across agencies, to reduce 
costs, streamline development, apply consistent 
standards, and ensure consistency in how it creates and 
delivers information 

♦ A “Customer-Centric” approach – Influences how the 
organization creates, manages, and presents data through 
websites, mobile applications, raw data sets, and other 
modes of delivery.  It also allows customers to shape, 
share and consume information, whenever and however 
they want it 

♦ A platform of “Security and Privacy” – Ensures that the 
digital strategy is implemented in a way that ensures the 
safe and secure delivery and use of digital services to 
protect information and privacy1 

1 Digital Government: Building a 21st Century Platform to Better Serve the 
American People, US Office of Management and Budget, 2012   

3.1.2 – Mobility and the Consumerization of IT 
“Customer-centric government means that agencies respond to 
customers’ needs and make it easy to find and share information and 
accomplish important tasks... The mantra of “anytime, anywhere, any 
device,” is increasingly setting the standard for how information and 
services are both delivered and received in a two-way exchange of 
information and ideas.” – Digital Government: Building a 21st Century 
Platform to Better Serve the American People, US Office of Management and 
Budget 

 
The consumerization of information technology refers to the use of 
personal devices, most often mobile, to obtain access to 
organizational services and information (also sometimes referred to 
as BYOD – bring your own device).  As a result, consumerization and 
mobility are closely linked.  Both mobility and consumerization 
(“any device, anytime, anywhere”) are already here; however, 
government, in general, is lagging behind in recognizing that mobile 
devices have become the public’s preferred channel for obtaining 
access to information and services.  Collectively, they represent a 
significant opportunity for government to become more custom-
centric and to improve the effectiveness and timeliness of service to 
the public; however, they are also vexing for enterprise IT planners 
since: 

♦ The proliferation of devices is a challenge for support 
organizations as users attempt to obtain connectivity to 
secured wireless networks and utilize applications from 
mobile devices that are increasingly capable   

♦ User access to enterprise information and services from 
portable devices potentially exposes them to cyber-
attacks, while “denial of service” attacks can impede the 
ability of users to access government sites 
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♦ Public-facing solutions need to be both open and adaptive 

to optimize user experience from a universe of devices, 
(each with different screens, browsers, and operating 
systems) that is continually evolving 

 
Nonetheless, digital strategies need to consider mobility and 
consumerization since the trend towards mobile devices is very 
strong.  According to the Federal Government, more Americans are 
now accessing the Internet via mobile devices than desktop PCs.2 
This makes mobile computing a “game changer” in the public 
sector, enabling information to be entered or updated on a real 
time basis and eliminating the need to capture information on 
paper or offline and then enter or upload the information in the 
office. In addition, mobility allows for real-time information 
where/when it is most needed (i.e., in responding to incidents and 
emergencies). 

3.1.3 – Cybersecurity 
“Repeated cyber intrusions into critical infrastructure demonstrate the 
need for improved cybersecurity. The cyber threat to critical 
infrastructure continues to grow and represents one of the most serious 
national security challenges we must confront.” – US Executive Order 
13636, Improving Critical Infrastructure Cybersecurity, February 2013 

While the need to secure information systems is not new, the 
increased focus and importance of cybersecurity is a direct result of 
the increased utilization of the web for the delivery of information 
and services as is the related rise of the use of mobile and personal 
devices.   In this environment, organizations can be crippled not just 
by attacks which result in the disclosure, modification, and 
destruction of information but also by denial of service attacks.  

2 Digital Government, ibid 

Despite the considerable attention given to cybersecurity in the 
public sector, including the development of a detailed cybersecurity 
framework by the National Institute of Standards and Technology 
(NIST)3, government agencies at all levels have been victimized by 
high-profile hacking operations that have resulted in the exposure 
of individuals to identify theft and other crimes. 
 
Cisco, a leader in the development of firewalls to protect networks 
from intrusions, noted in an annual review of network security that: 

♦ 100% of business networks analyzed… had traffic going to 
websites that host malware… 

♦ All organizations should assume that they’ve been hacked, 
or at least agree that it’s not a question of if they will be 
targeted for attack, but when… 

♦ Mobile devices introduce security risk when they are used 
to access company resources 

♦ There should be as assumption by all users, that nothing in 
the cyber world can or should be trusted4 

 
The evolution of cybercrime from individual hacking attacks to 
advanced persistent threats (APTs) is related to the evolution of 
cybercrime from the action of individuals to the action of organized 
crime.  The threat from APT’s is increased by: 

♦ The introduction of mobility and the consumerization of IT 
(which takes access to enterprise systems outside of the 
organization’s hard-wired network) 

3 http://www.nist.gov/cyberframework/index.cfm 
4 Cisco 2014, Annual Security Report, www.cisco.com/web/offers/lp/2014-
annual-security-report 
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♦ The use of social media.   As one source noted, “Social 

media is a well-established hub for social engineering, 
malware infection, and command and control… As a 
group, these applications have become favorite targets for 
hackers because they provide easy, largely uncontrolled 
access to the weakest link in enterprise security — the end 
user”5 

♦ Digital government (which provides access to services and 
information to a large number of relatively less cyber-
conscious users) 

 
In response to these threats, organizations are taking a number of 
actions including: 

♦ Strengthening network security through the introduction 
of intrusion prevention and intrusion detection measures 
including advanced firewall technology, the adoption of 
stricter standards for Internet access, and the introduction 
of mobile device management (MDM) software.  Despite 
the potential threat, tightening Internet access is a “hard 
sell” for many organizations until they are faced with a 
serious breach 

♦ Implementing network protection plans based on the NIST 
framework for cybersecurity planning.  The framework 
covers five core functions including the identification of 
potential cybersecurity risks,  the development and 
implementation of safeguards to either defeat or contain 
cyberattacks, the implementation of processes to detect 
and notify network administrators of potential attacks, the 
steps to be taken to contain the attack, the steps to be 

5 Cybersecurity for Dummies, Palo Alto Networks Edition, Lawrence C. 
Miller, CISSP 

taken to resolve the attack, and the steps to be taken to 
restore services afterwards 

♦ “Securing the human” by educating end-users regarding 
cyber threats and best practices in using mobile devices 
and wireless networks 

♦ Organizations are increasingly adopting the creation of the 
position of Chief Security Officer (CSO) – an individual who 
works closely with the organization’s decision makers 
(sometimes as a peer of the CIO) and is charged with 
safeguarding organization information and services 

3.1.4 – Business Intelligence and Analytics 

Figure 11 – Business Intelligence and Business Analytics 

Local governments are increasingly expected to closely monitor 
changes in the current demand for services and to anticipate future 
demand.  As depicted in Figure 11, Business Intelligence and 
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Business Analytics, this information is typically consumed for either 
tactical / reactive purposes (business intelligence) or for strategic / 
proactive purposes (business analytics).   As also shown in Figure 11, 
an organization’s approach to how it collects and uses information 
to support business intelligence and business analytics can impact 
both its TCO and ROI for information technology.  Analytics involve 
greater investment but provide the potential for organizations to 
reap significant benefits. 

Big Data and Business Intelligence 

“Big Data technology alone is not an architecture.  If not handled with 
care, Big Data can easily add to the complexity of a corporate IT 
environment” – Six Patterns of Big Data and Analytics Adoption:  The 
Importance of the Information Architecture, IDC, June, 2015 

The collection, aggregation, and analysis of information from 
disparate business units across an enterprise is often referred to as 
“Big Data,” by the information technology industry.  Big Data 
provides the foundation for business intelligence and business 
analytics.  Despite the development and continual improvement of 
the tools available, the collection of data from a highly 
heterogeneous portfolio of business applications into a single 
repository (such as a “data warehouse”) can be difficult to achieve 
and expensive to maintain unless the organization has an enterprise 
data architecture that predefines how the pieces fit together. 
 
Even though the City of Walnut Creek is implementing an Enterprise 
Resource Planning (ERP) application that provides closely related 
modules for handling different business functions, not all of the 
City’s business processes will be supported by the ERP system.  The 
City will thus need to carefully assess how best to aggregate 
information from disparate applications for decision-making 
purposes.  The City should consider: 

♦ The development of an enterprise data architecture and 
the assignment of staff to support the architecture 
(including processes for its governance, support, and 
evolution) since both the data being collected and the 
City’s use of the data will change over time) 

♦ Standards to ensure that business applications that are 
developed or acquired by the City, or on its behalf by 
external service providers, will be able to exchange 
information with the City’s ERP application and support 
the integration and compilation of information to support 
modeling, planning, performance management, and 
analytics 

 
Organizations without an enterprise data architecture, supporting 
standards, and staff to support it, end up supporting decision-
makers through a cumbersome combination of ad-hoc applications, 
databases, and spreadsheets.  These tools often use data 
inconsistently, are seldom well documented or able to quickly meet 
new requirements and eventually become a drain on organizational 
resources.  This can quickly become a worst-case scenario as the 
total cost of ownership (TCO) for these ad-hoc processes quickly 
mounts while the return on the organization’s investment (ROI) 
decreases. 
 
The National Association of State Chief Information Officers 
(NASCIO) has noted that: 

Information assets are highly valued enterprise assets. As 
such, this resource must be properly managed through 
appropriate governance.  One of the major challenges in 
governance of this resource is dealing with the continued 
growing volume of data, and how to sort out what data is 
most valuable in delivering efficient, high quality 
government services. The amount of data, the various 
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media and types of data, and the sources of data is 
continually proliferating… government needs the means for 
managing this data in order to derive valuable information 
for ensuring: government services operate efficiently and 
effectively; fraud, waste, and abuse are detected and 
eliminated; government is able to anticipate future 
demands and opportunities.  Typically…  government is 
underinvested in business analytics capabilities.6 

3.1.5 – Enterprise Document / Content Management 
Gartner, a leading information technology research firm, notes that: 

The term "enterprise content management" (ECM) 
describes both a strategic framework and a technical 
architecture that supports all types of content (and format) 
throughout the content life cycle. 

As a strategic framework, ECM can help enterprises take 
control of their content. It can contribute to initiatives 
around transactional processes, compliance and records 
management as well as sharing and collaborating around 
content and documents. 

As a technical architecture, ECM can be delivered either as a 
suite of products integrated at the content or interface level or 
as a number of separate products that share a common 
architecture.7 

 
ECM is a not a new trend – rather the trends for ECM are related to 
the growing range of capabilities provided by ECM products and the 
increased adoption of this technology to effectively manage all 

6 Improving State Government Operations Through Business Analytics, 
NASCIO Research Brief, February, 2010 
7 Magic Quadrant for Enterprise Content Management, 21 October 2015, 
ID:G00270886 

forms of digital content as well as to perform tasks such as  file 
synchronization and sharing.  In addition to document 
management, EMC provides functionality to support: 

♦ The scanning of hard-copy documents including optical 
character recognition and imaging 

♦ Forms capture and processing 

♦ Electronic records management 

♦ Digital asset management 

♦ Workflow management 
 
The business case for ECM is still compelling, since the technology 
provides the capabilities to: 

♦ Reduce, if not eliminate, the problems associated with 
hard copy documents including retrieval, transportation, 
and storage 

♦ Manage digital assets including identifying the owner, 
tracking status, enabling collaboration, expediting 
retrieval, and identifying the most current version.   

♦ Route digital assets (using automated workflows) to a user 
for review and approval based on events such as the 
submission of a request, and then to track the digital asset 
through the process 
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ECM Considerations for the City 

“Mismanaged expectations and inadequate communication will result 
in a perception of failure in 20 percent of enterprise-level projects, even 
when key project objectives are achieved…”– Avoiding Failure in Large IT 
Projects: New Risk and Project Management Imperatives, Gartner Research  

The successful implementation of an ECM strategy and system is 
highly dependent on project planning and a concerted effort to 
keep stakeholders informed.  Best practices for ECM include the 
development of an “enterprise content management 
implementation plan” that identifies how the organization is going 
to implement and use ECM capabilities (including the use of 
organizational change management to help manage the transition 
from paper-based manual processes to digital-based automated 
processes), the workflows (both intra-department and enterprise-
wide) that will be automated, and the staff resources that will be 
needed for the effort.    
 
The ECM implementation plan should identify: 

♦ The organization’s objectives and priorities for content 
management 

♦ The risk factors related to the successful implementation 
of the content management strategy and system 

♦ The content management stakeholders and their 
respective responsibilities 

♦ The documents and workflows (including both data driven 
and document driven actions) that will be supported 

♦ The steps in the implementation of the ECM system 
 
From a business perspective, while there are benefits related to the 
replacement of ad-hoc and disparate document repositories 

(including hardcopy files, shared network drives, and e-mail 
attachments); the ability to more fully obtain the benefits of an ECM 
system is closely related to an organization’s willingness and ability 
to revisit business processes.  As early as 1990, Michael Hammer 
noted that “The old rules of work design are based on assumptions 
about technology, people, and organizations that are no longer 
valid…  This has resulted in fragmented processes that… promote 
tunnel vision oriented towards narrow goals of individual functions 
or departments, rather than the goals of the process as a whole.”8 
 
Hammer outlined an approach to enable organizations to “break 
away from conventional wisdom and constraints to achieve 
dramatic levels of improvement,” that included: 

♦ Organizing work around outcomes, not tasks 

♦ Having those who use the output of the process perform 
the process 

♦ Subsuming information-processing work into the real 
work that produces the information 

♦ Treating geographically dispersed resources as though 
they were centralized 

♦ Linking parallel activities instead of integrating their 
results after the fact 

♦ Putting decision points into the process where the work is 
performed, and building controls 

♦ Capturing information just once, at the source, and then 
reusing the information as needed 

 

8 Hammer, M. “Reengineering work: Don't automate, obliterate.” Harvard 
Business Review (July-August, 1990) 
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Given that the City will have ECM capabilities in both Tyler Munis 
and Hyland’s OnBase application, the City will need to determine: 

♦ What digital assets and workflows will be handled by the 
ECM capabilities in Tyler Munis 

♦ What digital assets and workflows will be handled by 
Hyland’s OnBase system 

 
NexLevel recommends that, to the maximum extent possible,  all 
financial and HR digital assets be managed within Tyler Munis and 
that other digital assets, not directly related to finance or HR, such 
as planning applications and documents, matters handled by the 
City Clerk, etc., be managed through OnBase. 

3.1.6 – Organizational Change Management 
“Plans themselves do not capture value; value is realized only through 
the sustained, collective actions of the… employees who are responsible 
for designing, executing, and living with the changed environment.” – 
10 Principles of Change Management, strategy+business, 2004 

In many respects the recognition of the importance of 
organizational change management (OCM) in the adoption of new 
information technologies may be the single most important trend.  
Although organizations are often quick to adopt new information 
technologies they are not as adept in working with internal and 
external stakeholders to realize the benefits of the adopted 
technology, perhaps because organizational change management is 
sometimes seen as indirect project overhead rather than a critical 
component of project success. 
 
As a result, organizations often end up incurring the cost of these 
technologies without fully realizing the intended service 
improvements and the expected returns on their investment since 
the introduction of new technologies often involves changes to 

existing business processes and organizational structure; and these 
changes, as well as the effort required to implement the business 
application, have the potential to disrupt operations.  Additionally, 
organizations have found that resistance to change can limit their 
ability to realize the intended benefits of business applications and 
prolong implementation projects, sometimes to the point that 
project success is placed in jeopardy. 
 
The takeaway from this is that irrespective of the advances 
occurring in information technology, the ability of the City to realize 
the benefits of those advances in information technology, both 
today and in the future, will be largely related to its ability to 
manage organizational change. 
 
Organizational change management provides a methodological 
framework for managing the organizational impact of the 
implementation of new automation, including changes in business 
processes, changes in organizational structure, and changes in 
culture (such as changes in focus and changes in how performance 
is measured).  OCM focuses on improving communication, setting 
expectations, and working to minimize the impact of 
misinformation. 
 
In 1995, John Kotter introduced an eight-step process for fostering 
the successful implementation of changes in organizational 
structure, business processes, and culture.9   Kotter’s framework for 
change management included: 

♦ Creating a shared sense of urgency regarding the need to 
change 

9 Leading Change, John Kotter, Harvard University Press, 1995, 
http://www.kotterinternational.com 
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♦ Forming a guiding coalition across the organization to 

support change 

♦ Creating a vision for change 

♦ Communicating the vision 

♦ Preparing to overcome obstacles 

♦ Planning for, and delivering, short-term wins to sustain 
momentum 

♦ Remaining committed to the long-term process required 
to transform organizations 

♦ “Anchoring” the changes in the culture of the organization 
(the “new normal”) 

3.1.7 – Strategic Sourcing and Cloud Services 
 “Out-sourcing,” (the use of an external service provider to provide 
services that were formerly delivered by internal staff), is not new 
or a trend.  However, the concept of “strategic sourcing,” i.e., 
engaging the most appropriate resource from a range of services 
and service providers, is a more recent trend that has been driven 
by the continued evolution of cloud services. 
 
Strategic sourcing enables governments to focus internal staff 
members, who are familiar with business processes, applications, 
and who have established working relationships, on activities where 
these attributes are vital to project success while allocating “utility” 
functions that require more technical expertise and less 
organization-specific knowledge to external service providers. 

Strategic Sourcing Options 
For many organizations in both the public and private sector, cloud-
based services offer alternatives to the costs (including initial capital 

expenditures and continuing costs) associated with on-premises 
information technology infrastructure.  The evolution of cloud-
based services has resulted in the development of distinct service 
offerings including platform (infrastructure) as a service (PaaS), 
software as a service (SaaS), and desktop as a service (DaaS).   SaaS, 
in particular, has become an increasingly appealing choice for 
organizations since it enables them to obtain leading-edge solutions 
without having to perform expensive infrastructure refreshments. 
 
Platform as a Service has also found wide adoption as an alternative 
to the costs and complexities of enhancing on-premises facilities 
and equipment with the added benefit that it simplifies disaster 
recovery and business continuity planning since an organization can 
resume operations from an alternative facility that has a suitable 
connection to the Internet. 
 
Common strategies for accessing cloud-based services include: 

♦ Public cloud – connection to service provider via the web 
(WWW), this is generally the most cost-effective cloud 
solution since a public cloud is frequently based on shared 
physical hardware or software that are owned, 
maintained, and operated by the service provider.   A 
public cloud is cost effective since it spreads the cost of 
the hardware or software across a large number of users; 
however, when used for software the users typically have 
little latitude with regard to the implementation of 
updates or new versions of business applications 

♦ Private cloud – direct connection to a service provider 
(most secure option) who maintains dedicated (i.e., non-
shared) hardware or software environment for the 
purchaser of the services (although usually in a shared 
facility).  A private cloud solution is more expensive than a 
public cloud since the cost for the service is not as widely 
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spread over a large number of users, but offers greater 
flexibility with regard to items such as the implementation 
of software updates or new versions of business 
applications, as well as greater security 

♦ Hybrid cloud – a combination of private and public cloud 
services, potentially from different service providers.  This 
service permits organizations to use more expensive 
private cloud services for mission-critical applications and 
confidential information while leveraging the public cloud 
for less critical and/or confidential applications and 
information 

 
Considerations that typically drive users to a public, private, or 
hybrid cloud solution include the nature of the business applications 
involved (including needs for confidentiality, security, and 
compliance with regulatory requirements), the degree of flexibility 
desired, budget, and the user’s service level requirements.  

Strategic Sourcing Benefits and Considerations 
Key benefits of strategic sourcing include: 

♦ The ability to lower the initial / capital costs compared to 
the acquisition and installation of on-premises hardware 
and software 

♦ The ability to obtain services under the terms of a service 
level agreement with financial incentives and penalties 

♦ The ability to obtain service coverage for extended hours 
of operation including 24x7 

♦ The ability to obtain access to technical skills and expertise 
that are in high-demand 

♦ The ability to scale services based on demand  

 
Nonetheless, organizations seeking to use external service providers 
(cloud-based or not) need to carefully consider: 

♦ The cost to implement the cloud solution 

♦ The continuing costs for utilization of the service, since 
over a length of time the total cost of ownership for a 
sourced service may exceed that of an internally 
supported and/or on-premises service 

♦ The provisions for the availability and security of 
information that is stored off-site 

♦ Data ownership 

♦ The costs and effort related to potentially exiting the 
sourcing arrangement in the future 

♦ The contractual commitments for both the organization 
and the external service provider 
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3.2 – The City’s Role as a Regional Leader in 
Information Technology 
Agility is "the ability of an organization to sense environmental change 
and respond efficiently and effectively to that change." – Gartner 
Research, Defining, Cultivating and Measuring Enterprise Agility 

The City of Walnut Creek is located in one of the most vibrant and 
innovative regions in the nation.  The greater Bay Area is home to 
virtually every major innovator (both public and private) in 
information technology.   The City has an interest in being seen as 
leader in the use of information technology to promote quality of 
life for the City’s residents and visitors as well as to promote 
investment, and to make the City an attractive venue for the Bay 
Area’s technology firms. 
 
Leadership in providing information technology services to the 
public and in achieving greater efficiencies in government through 
the use of information technology depends in equal parts on 
leadership and innovation, agility, and the ability to successfully 
execute information technology projects.  As has been said for luck, 
leadership is a function of “preparation meeting opportunity.”  The 
factors that contribute to information technology leadership are 
discussed below. 

3.2.1 – Leadership and Innovation 

Thought leadership is often thought of somewhat narrowly, i.e., 
“we will be the first ones to do it, and everyone will recognize the 
achievement and learn from us,” versus looking at leadership as 
promoting a dialog between organizations with common interests 
and working with them to collaboratively develop new solutions.   

The “we’re the first” model typically works best in the private sector 
where innovators can re-shape an industry or profession and where 

risk-taking (sometimes calculated and sometimes less so) has an 
economic incentive.  Leadership in the public sector often takes 
different forms since government generally does not have financial 
incentives to take risks.    The key to leadership in the public sector 
is less oriented toward individual achievement than it is to 
effectively collaborating with the private sector and other agencies 
to improve public access to information and services. 
 
Many innovations in the public sector have emerged as a result of 
collaboration with the private sector; particularly where private 
sector firms are willing to front the capital costs related to standing 
up new services and can lend expertise to assist in the continuing 
delivery of the service.  Many of these innovations have been in the 
area of transportation but have also come in the areas of digital 
government, community engagement, and making information 
available to the public (although often on a for-fee basis). 
 
The strategy for enabling the City’s development as an innovator 
and regional leader should include: 

♦ Taking an active role in professional associations (such as 
CSMFO and MISAC) and regional planning groups 

♦ Initiating a dialog with the firms in Silicon Valley that are 
leading the digital services arena including Google, Oracle, 
etc., as well as academic programs in the area that are 
focused on innovation in information technology 

♦ Allocating budget for pilot programs to evaluate 
alternative approaches to the use of information 
technology to promote public access to City services and 
information and greater efficiencies 
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3.2.2 – Fostering Organizational Agility in the use of 
Information Technology 

Much like good fortune, NexLevel’s view is that agility is the product 
of both preparation and opportunity.  For local governments, agility 
is usually seen in the ability to quickly stand-up solutions to support 
new business requirements by: 

♦ Re-using existing information technology assets (data, 
applications, infrastructure, and personnel) 

♦ Developing or acquiring new information technology 
assets, often as a result of collaboration with technology 
firms, associations, or leading academic institutions 

♦ Some combination of the above 
 
Each of these approaches has advantages and disadvantages for the 
City of Walnut Creek.  For example, re-using existing information 
technology assets can reduce risk and provide a higher level of 
return on existing information technology investments; however, 
re-use can also impede creativity and flexibility and limit the ability 
of business units to quickly respond to new requirements.  Similarly, 
while the development or acquisition of new information 
technology assets can enable creative responses to user 
requirements it can also: 

♦ Result in the evolution of a highly diversified information 
technology environment that is siloed, difficult to 
integrate, and costly to support in the long-term 

♦ Distract the organization from focusing on core business 
requirements and the information technology required to 
support them 

 

Key critical success factors for these efforts include having a well-
defined business purpose with measureable objectives, taking the 
time to assimilate the lessons learned, and the commitment to shut 
down the pilot project once the objectives have been accomplished. 

3.3 – Trends in the Delivery of IT Services 
There are several key trends in the delivery of IT services that are 
critical for the City including: 

♦ The transformation of internal IT organizations from being 
service providers to also being service brokers that assist 
users in selecting applications and services that best meet 
their needs 

♦ Communicating and collaborating with the user 
community (customer-centric IT services) to provide IT 
services that are tailored to their business requirements 
and the expectations of internal and external user 
communities    

♦ The alignment of information technology directions and 
priorities with overall business directions and priorities 

 
Each of these trends in discussed below. 

3.3.1 – IT Organizations as Service Brokers 
The role of information technology support organizations, in 
general, is changing (as it is in the City) due to the emergence of a 
wide variety of alternatives to internally-provided and supported 
applications and services, evolving user expectations as they 
become more dependent on information technology, and trends in 
information technology, particularly mobility and the 
consumerization of IT.  In many respects, this mirrors the trends in 
the development of business applications where organizations are 
more likely to rely on commercial-off-the-shelf (COTS) software 
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rather than developing and supporting custom business 
applications. 
 
In today’s information technology environment, users need IT 
professionals to help them: 

♦ Select the most effective option from the alternatives 
available 

♦ Obtain a contract for the application or service that 
safeguards the City’s interests and information 

♦ Evaluate and modify business processes to obtain greater 
efficiencies 

♦ Configure the application to meet their requirements and 
maintain the configuration over time 

♦ Plan for, and support, the sharing of information with 
other business applications  

♦ Ensure that the service or application is implemented and 
delivered consistently with the requirements of the 
statement of work and contract 

 
All of which requires a different set of skills and experience than the 
traditional IT responsibilities of managing servers, desktops, and 
networks. It may also be surmised that while these traditional 
responsibilities may be reduced by the availability of cloud-based 
business applications and services, that on-premises, internally 
supported, IT environments are still required.  As a result, in this 
“painful meanwhile” IT organizations are being stretched to handle 
both traditional and new missions, often without sufficient staff to 
effectively do so. 

3.3.2 – Customer-Centric IT Services 
“In today’s world, business touches the world through IT. The IT 
organization, and particularly the groups that run, support, manage, 
and maintain the technology that supports business processes and 
business services, are critical to the successes and competitiveness of 
the business.” – Exploring Business and IT Friction: Myths and Realities, 
Forrester Research, Inc., 2013 

As noted above, user expectations for IT support are rapidly 
evolving as they become more dependent on information 
technology to perform their jobs.  In many instances, information 
technology has been transformed from a “back office” productivity 
tool to a strategic, mission-critical, channel for the delivery of 
services and information to internal user communities and the 
public.  This transformation; however, has not been accompanied 
by changes in the staffing and composition of IT support 
organizations.  The resulting gap between user needs and IT delivery 
capabilities has resulted in the development of what has been 
termed “friction” between IT organizations and users. 
 
Strategies to reduce friction include: 

♦ Improving communication and collaboration with the user 
community:  Forrester Research notes that “IT 
organizations put much of their effort into using 
technology for streamlining and automation and forget 
the actual user or consumer of the service.  39% of all 
business users said that IT lacks flexibility and is too 
process-focused.”10   Part of this stems from IT not fully 
understanding business needs and part of it stems from 
user’s adopting information technology with unrealistic 
expectations as to its ease of use and robustness.  

10 Exploring Business and IT Friction, ibid. 
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Communication and collaboration are key to better 
understanding business needs and resetting expectations 

♦ Encouraging user ownership and first-tier support for 
business applications, including the development of 
department-based Business Application Specialists for the 
City’s major business applications (such as Munis, OnBase, 
Accela, CAD/RMS, and GIS) thereby reducing user reliance 
on ITO for application assistance and increasing 
departmental buy-in for continuous improvement in the 
use of enterprise business applications and in conducting 
continuing application training to maintain user 
competence.  User Business Application Specialists should 
also have the training and permissions required to handle 
common first-tier issues such as password resets, the 
creation of application user-ids, and the setting of access 
permissions within applications  

Next-generation business intelligence tools are intended 
to be used by training business analysts rather than 
technologists and the development of Business 
Application Specialists would better enable the City to 
take advantage of them  

♦ Developing service levels with the user community and 
then tracking and publishing conformance with them.  The 
development of service levels has several positive aspects 
for both the user community and the IT organization 
including defining the respective responsibilities of both IT 
and the users, identifying the issues that are most 
important to the users, and setting expectations for how 
quickly IT can respond.  Service levels are also useful for 
reframing the justification for additional IT staff or 
external services 

♦ Adapting work schedules to provide extended coverage.  
In many organizations, the City included, both internal 
staff members (either working in the office or working 
from home) and members of the public using digital 
services may encounter problems outside of normal 
working hours when IT coverage is very limited.  IT 
organizations handle this by staggering start times and 
work schedules in the Help Desk to extend coverage and 
supplementing on-call staff with external services that can 
handle typical problems as needed or escalate the issue to 
on-call staff  

3.3.3 – Strategic Alignment 
Strategic alignment ensures that: 

♦ Departmental technology directions and priorities are 
aligned with the City’s overall directions and priorities 

♦ Information technology resources are allocated 
consistently with both City-wide and departmental 
statements of mission and vision 

♦ The City achieves an optimal balance between its cost for 
information technology (total cost of ownership – TCO) 
and the benefits obtained for its investments in 
information technology (return on investment – ROI) 

 
Faced with new service expectations, changes in delivery channels, 
new information technologies, and the need to provide new IT 
services or expand existing services, local governments find that 
they need to continually assess their information technology 
objectives and priorities to ensure that their investments in 
information technology support their mission, business objectives, 
and business priorities.  This process of continuing assessment and 
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realignment is largely dependent on executive leadership to ensure 
that: 

♦ IT priorities and investments are continually aligned with 
the organization’s business goals, objectives, and priorities  

♦ The IT organization is a business enabler for the City and 
maximizes the benefits the organization obtains for its 
investments in IT 

♦ IT resources are used responsibly 

♦ IT risks are managed appropriately 
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3.4 – City’s Future Approach to IT Service Delivery 
NexLevel has developed several planning assumptions regarding 
how the City will need to govern information technology and 
manage the delivery of information technology services in the 
future and what it will need to do to respond to these trends. 
 
The planning assumptions include: 

♦ Organizations that align their IT strategies with their 
overall strategic business objectives and priorities obtain 
greater value (measured in terms of the return on 
investment) for their investments in information 
technology than those that do not.   Organizations that 
integrate IT planning and business planning under a 
common framework do better still 

♦ The City is already moving to a greater reliance on cloud-
based applications and NexLevel expects that this will 
gradually extend into its information technology 
infrastructure as well.  As a result, ITO will be spending 
less time managing IT infrastructure and more time 
managing sourcing contracts.  ITO will need to function as 
a “service integrator” and provide a single point of contact 
for the City’s varying service providers  

♦ Although “the jury is still out” on the ability to virtual 
desktop infrastructure (VDI) to replace traditional 
desktops for all uses, the migration to services such as 
Microsoft’s Office 365 will reduce the resources needed 
by ITO to manage and support desktop equipment   

♦ Similarly, cloud-based application services are generally 
provided on a managed-basis, i.e., the service provider not 
only maintains the IT infrastructure, but the application as 
well, so that ITO will be spending less time applying 

patches, upgrades, and new versions to applications.  As a 
result, ITO will need to spend more time working with 
users to help them perform tasks such as application 
configuration, the generation of reports, and the 
maintenance of interfaces between applications 

♦ For at least the next five years; however, the City should 
anticipate that some services including the Finance / HR 
system and the document / content management system 
will be based on premises and supported, to some degree, 
by ITO 

♦ ITO will need to support the integration of information 
stored in separate on-premises and cloud-based 
applications, and to gather it into repositories where it can 
be used by  business intelligence and business analytics 
tools  

 
The net of these assumptions is that in the coming years: 

♦ The City will need to be more strategic in the governance 
of information technology and pay greater attention to 
the alignment of information technology directions and 
priorities with the City’s overall business priorities 

♦ ITO will be less focused on infrastructure (hardware, 
software, and networks), and more focused on business 
functions, business-oriented priorities, management of 
service providers, and data management.  Given greater 
reliance on external service providers, ITO will need the 
skills to monitor their performance and conformance with 
contractual service levels and advise the City as to 
whether a service agreement should be renewed or re-
competed 
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3.4.1 – Information Technology Governance 
As we have seen, the ways in which cities use information 
technology today have changed dramatically in recent years and 
these changes necessitate changes in the way they govern 
information technology and manage and deliver information 
technology services.  Cities that do not adapt to these changes in 
information technology may survive, even thrive; however, cities 
that adapt are able to better leverage their investments in 
information technology and obtain greater value for them. 
 
Critics often complain that Information technology governance 
stifles organizational agility; however, the reality is that the 
converse is true:  it enables agility by allowing organizations to 
allocate their information technology resources to the most critical 
projects and to keep technology objectives aligned with business 
objectives and priorities. 
 
Yet, despite the vital nature of Information technology governance, 
organizations often struggle to establish and maintain it.  Part of the 
problem is that information technology is still relatively new 
compared to the traditional functions of organizations and the need 
for information technology governance is not engrained in 
organizational culture in the same way as budgeting, for example.  
Just as it is not possible to run an organization without having well-
defined procedures for budgeting, governance is vital for 
organizations that need to obtain the highest possible returns for 
their investments in information technology.  
 
In the absence of a formal governance process, decisions regarding 
information technology directions and priorities can be inconsistent 
leading to the diversion of resources from long-term infrastructure 
projects, additional costs, delays, false starts, the adoption of 
applications and technologies that seem promising at first but that 
are dead-ends, and disagreement among departments as to the 

allocation of scarce resources.  An ad-hoc process also makes it 
difficult to ensure the alignment of technology plans and priorities 
with its long-term goals.  The key difference in a collaborative IT 
governance process is that the stakeholders, and not the IT 
organization, are responsible for the success of technology projects.  
As a result, more often than not, obstacles are overcome and 
projects succeed.   
 
The need for an effective approach to IT governance is driven by a 
number of additional factors, including: 

♦ Information technology and organizational change 
management have become closely coupled.  
Organizational culture, particularly resistance to change, 
can be a key factor in limiting an organization’s ability to 
realize the intended benefits of information technology 

♦ Applications are less siloed today than they were in the 
past.  Applications are either increasingly dependent on 
the timely exchange of accurate information with other 
applications or used by multiple departments resulting in 
not just the integration and sharing of data, but the 
integration of business processes as well 

♦ Finally, effective IT governance enables the IT organization 
to act as a change agent and an innovator, rather than as a 
regulator telling users what they can and can’t do 

 
A formal information technology governance structure provides an 
effective forum to align, plan, communicate, manage, and 
coordinate technology projects or initiatives.   
 
The 2012 ITSOP recommended that the City implement a multi-
tiered structure for IT Governance based on the creation of a 
Technical Advisory Committee (TAC) that would work with the City’s 
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executive team.  In practice; however, this has worked as planned 
and has not provided the City with an effective organizational 
structure for the oversight and leadership of the enterprise use of 
information technology. 
 
As a result the City has found it difficult to ensure that: 

♦ Information technology priorities and funding are aligned 
with the business goals and objectives (strategic 
alignment) 

♦ Information technology is a business enabler and 
maximizes benefits (performance measurement) 

♦ Information technology resources are used responsibly 
(resource management) 

♦ Information technology risks are managed appropriately 
(risk management) 

 
NexLevel recommends that the City of Walnut Creek adopt a 
modified structure for information technology governance that is 
more closely aligned to its expectations and needs.  The proposed 
organization is depicted in Figure 12, Proposed IT Governance 
Structure for the City of Walnut Creek. 

Figure 12, Proposed IT Governance Structure for the City of Walnut Creek 

The establishment of this IT governance structure would include: 

♦ Disbanding the existing Technology Advisory Committee 
(TAC) and its replacement by highly focused committees 
including a Technology Steering Committee (TSC) that 
would be chaired by the City Manager and whose 
membership would include department heads with 
attendance and participation not delegated to others with 
less authority.  Cities often find that having the 
Technology Steering Committee meet as an agenda item 
in an existing executive meeting ensures that the right 
participants are there and that discussions are focused on 
the strategic use of information technology 
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The scope and responsibilities of the Technology Steering 
Committee should include: 

- Oversight of the City’s Strategic Technology Plan:  The 
committee will provide input to, and provide a forum 
for the review of, strategic information technology 
project priorities and timelines 

- Strategic Direction and Alignment of Information 
Technology Directions:   The Committee should consider 
proposed enterprise and departmental information 
technology projects based on the resources available 
and the degree to which the project supports the 
attainment of the City’s business objectives and 
priorities or meets mandated requirements.  The 
process of alignment is continuing and generally begins 
with the formulation of the budget and then continues 
through the year as new IT projects are identified or 
planned projects are changed 

♦ The creation of sub-committees, as needed, to support 
the work of the City’s Technology Steering Committee.   
These would operate at a more detailed and tactical level 
for communities of interest within the City (such as 
financial systems users, public safety, GIS, etc.).   These 
sub-committees will provide a forum for collaboration 
between stakeholders, particularly where applications are 
used by multiple departments or where there is significant 
sharing of information.  Since it is not practical to have the 
executive team provide guidance for these sub-
committees, NexLevel recommends that they be placed 
under the City’s Director for Administrative Services 

NexLevel recommends that one of these sub-committees 
should be a Technology Working Sub-Committee.   The 
Technology Working Committee should be chaired by the 

Director of Administrative Services (to ensure that the work 
of the committee remains aligned with the City’s priorities) 
and the scope of its responsibilities should include: 

- Technology Project Review:  Review of technology 
projects for consistency and compliance with plans to 
ensure business systems are supported by the existing 
platforms and that they can be easily integrated, as 
needed, with other applications 

- Policy Guidance:  Review of technology policies and 
guidelines,  approval of policies, and communication of 
the policies to the City 

- Sponsoring Communication:  Provide a forum for the 
interchange of ideas, review of technical 
implementations, and facilitation of intra-departmental 
communications 

Additional standing and ad-hoc sub-committees should be 
created for the oversight of enterprise and mission-critical 
IT projects and initiatives.  The City should consider the 
creation of sub-committees for: 

- Public Safety 

- ERP 

- GIS 

- Digital Government / Public Outreach 

Each sub-committee should a sponsor and a charter 
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Implementation 

♦ The IT Manager should work with the City Manager and 
the Administrative Services Director to define a charter for 
the Technology Steering Committee 

♦ The City Manager should select the members of the TSC 

♦ The City Manager should schedule and conduct regular 
(minimum quarterly) meetings of the TSC.  The 
Technology Steering Committee should ensure that 
technology resources and priorities are closely aligned 
with organizational objectives and priorities 

3.4.2 – ITO Organizational Structure and Staffing 
In addition to the changes in how the City governs information 
technology, it will also need to make changes to ITO’s organizational 
structure, alignment and staffing to meet the requirements and 
challenges of this new environment.  Figure 13, Future IT 
Organization Structure, depicts how a mid-sized City might organize 
an information technology support organization that is focused on 
this new paradigm rather than primarily on the direct delivery of 
services to the user community. 

Figure 13 – Future IT Organization Structure 

The key attributes of this organizational model include: 

♦ The establishment of an effective IT governance process 
that works with the user community and the City’s policy 
makers to continually ensure that IT directions and 
priorities are highly aligned with the City’s overall 
direction and priorities 

♦ The formation of a Customer Services organization to 
ensure that IT services (including hosted applications) are 
delivered to the user community as expected, that user 
requests, problems, and incidents are promptly resolved, 
and that the users are kept informed as to the status of 
their items as well as to the overall performance of the IT 
organization 

♦ The formation of a Technology Services organization to 
support those aspects of the IT environment that are 
being provided and supported internally, including the 
City’s enterprise data architecture and support for the 
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City’s disaster recovery / business continuity plans and 
procedures 

♦ The formation of a Project Management Office (PMO) to 
ensure that projects procced to timely and successful 
completions and that sourcing agreements are monitored 

 
The result is an IT service organization that: 

♦ Is both highly customer-focused and technically-focused 

♦ Is able to procure and manage the delivery of external 
services 

♦ Can serve as a center for innovation and collaboration 

Implementation 

♦ The ITO Manager should work with the Administrative 
Services Director and the City’s executive team to obtain 
the necessary approvals and resources for the phased 
implementation of the new organizational structure and 
to develop the implementation plan 

The plan should be built around ITO’s existing staffing with 
the first priority being the establishment of the Customer 
Services Unit including the recruitment of the Customer 
Services Manager and drawing on both new and existing 
staff 

Contractors can be used on an interim basis to provide 
project management services until such time as the City is 
prepared to proceed with the recruitment for the PMO 
Manager 
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Section 4 – Future Business Applications 
Portfolio 
This section of the roadmap identifies potential business 
applications and IT priorities that the City should consider including 
the estimated acquisition and implementation costs, 
implementation timelines, and support requirements for new 
projects identified in the course of the interviews with City 
personnel.  Since the scope of this study did not include a detailed 
assessment of the internal operations of ITO, no IT-specific projects 
are identified below. 

4.1 – ITSOP and New User Projects 
In addition to thirteen pending ITSOP projects from 2012, City 
departments identified a number of new projects including:  

♦ Records Request Logging System (City Manager) (this 
could potentially be accomplished using OnBase workflow 
processing) 

♦ Garage Server Refreshment (City Manager) 

♦ Permit Center Automation (Community Development) 

♦ Mobility for Inspectors (Community Development) 

♦ License Plate Readers (Police)  

♦ Mobile Emergency Operations Center (Police) 

♦ Public Works Mobility (Public Works) 
 
Descriptions for the thirteen projects carried over from the ITSOP 
and for the seven new projects identified by the users are provided 
in Appendix A – ITSOP and New User Projects.   

4.2 – Potential Business Application Projects 
In terms of business application priorities, there are five key 
enterprise applications that impact almost every area of city 
operations: 

♦ Document and Content Management (including Records 
Management) 

♦ Finance and Human Resources 

♦ Land Management and GIS 

♦ Digital Government / Community Engagement 

♦ Business Intelligence / Business Analytics 
 
The City already has key initiatives underway in three of these 
areas:  OnBase is being implemented as the City’s document and 
content management application, Munis is being implemented as 
the City’s Finance and HR system, and the City has a well-
established GIS project and Accela is being implemented as the 
City’s land management system. 
 
This leaves digital government / community engagement and 
business intelligence / analytics as the remaining priority areas for 
the City’s attention.   Key considerations in each of these areas 
include: 

♦ The City has re-launched its web-site and is making use of 
social media so the development of digital government / 
community engagement plan will enable the City to better 
make use of the web-site and other channels to reach and 
inform varying communities of interest.  Digital 
government services are increasingly being provided for 
local governments by private firms as 24x7 services, so 
that the City’s emphasis will shift from building and 
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technically maintaining the web-site to managing content 
and the various channels used to deliver that content to 
the public.  The impact on ITO resources should be low 

♦ The Munis ERP system being implemented by the City has 
some reporting and business intelligence tools built in and 
the City has various reporting tools in use.   Meanwhile, 
the tools used for Business Intelligence and Business 
Analytics are rapidly evolving to the point where at least 
one noted IT research firm (Gartner) has projected that by 
2017, most business users and analysts will have direct 
access to self-service tools, rather than relying on central 
staffs, although development and maintenance of the 
City’s data architecture will still require special expertise 
(much like GIS).  The City will likely need additional 
capabilities for business intelligence in the future.  The 
impact on ITO resources  to procure the software will be 
low, however it may require additional data architecture / 
data management capabilities in ITO 

4.3 – Future Applications Portfolio 
Table 4, Future Applications Portfolio, provides information on all 
currently identified information technology projects including: 

♦ ITSOP projects that are presently in progress 

♦ ITSOP projects that are pending 

♦ New projects identified in the course of the development 
of the roadmap 

♦ Projects that NexLevel recommends the City consider 
 
For each of the projects, NexLevel has provided: 

♦ The name of the project 

♦ The primary user sponsor 

♦ The project’s priority based on an initial estimate from the 
City 

♦ The estimated mid-range cost for acquisition and 
implementation in $000’s based on prior projects of 
similar scope in NexLevel’s experience.  Please note that 
the City’s actual cost could vary based on the statement of 
work and the division of responsibilities between the City 
and external service providers 

♦ The estimated impact that the project could have on ITO’s 
staff, i.e.: 

- Small:  The project will have minimal impact on ITO’s 
workload 

- Medium: The project will have moderate impact on 
ITO’s workload and may require the rescheduling of 
other projects or contracted resources to assist in 
implementation 

- High:  The project will have a significant impact on 
ITO’s workload 

♦ The estimated time to implement the project in quarters.  
Please note that this does not consider resource or other 
constraints that could potentially extend the time 
required to implement the project.  As a next step, the 
City should develop detailed project plans for each of the 
projects   
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Table 4 - Future Applications Portfolio 

Project Sponsor Priority 
Est. Mid-

Range Cost 
($000’s) 

Est. ITO 
Resource 
Impact (1) 

Project Duration in Quarters 

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 
In-Progress ITSOP Projects 
Audio/Visual Standardization and Support Admin. Services n/a (2) n/a Medium           

Business Continuity Plan/Disaster 
Recovery/EOC Admin. Services - - High           

Enterprise Technology Training Admin. Services - - Low           

ERP System Admin. Services - - High           

GIS Data Development, Process Workflow, 
and Training Admin. Services - - High           

Human Resource System Admin. Services - - High           

IT/GIS Governance Admin. Services - - Medium           

MapGuide/Oracle to ESRI/GIS Admin. Services - - High           

Network Performance and Vulnerability 
Assessment Admin. Services - - High           

Operational and Service Level Improvements Admin. Services - - High           

PCI Compliance Security Fixes (IP) Admin. Services - - Medium           

Third Floor Conference Room Audio Visual Admin. Services - - Low           

Video Conferencing Admin. Services - - Medium           

Digital Delivery of Agenda City Manager - - Medium           

Enterprise-wide Document Management 
Strategy City Manager –City Clerk - - Medium           

Accela Automation Software (IP) Community Development - - Medium           

Veri-Pic Photo Evidence Storage Deployment Police - - Medium           

Versaterm Upgrade Police - - Medium           

Building Security System Public Works - - Low           

Energy Management System Public Works - - Low           

PD/PS Traffic Camera Access Public Works - - Low           
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Project Sponsor Priority 
Est. Mid-

Range Cost 
($000’s) 

Est. ITO 
Resource 
Impact (1) 

Project Duration in Quarters 

Q1 Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10 
Pending ITSOP Projects 
Citywide Mobile Technology Strategy Admin. Services Medium  $              32.5  High           

HDL - Munis Integration Admin. Services Medium  $              25.0  Low           

Safety/Emergency Paging Admin. Services Low  $              25.0  High           

Automate County Parcel Updates Admin. Services Medium $              5.0  Medium           

Develop GIS/Business License Review 
Application 

Admin. Services 
Low  $              15.0  Medium          

 

Implement Linear Reference System for 
Street Centerline Data 

Admin. Services 
Medium  $              35.0  High          

 

Photo Management System City Manager - 
Communications Medium $                   - (3) 

         
 

Citizen Response Management (CRM) PIO Low  $              25.0  Low           

Cartegraph Post Implementation Evaluation 
Review (PIER) Public Works High $                5.0 Medium     

     
 

Centralized Irrigation Control System Public Works Low  $              15.0  Low           

Contract Management Software Public Works Medium  $                   -    (4)           

Project Management Software Public Works Medium  $              15.0  Low           

Mobility for Inspectors Community Development Medium  $            15.00  Medium            

               

New Projects 
Downtown Wi-Fi Administrative Services - IT Medium TBD Medium           

Email Retention Administrative Services - IT Medium  $            15.00  Medium            

Records Request Logging System City Manager Medium  $                   -    (3)                 

Garage Server Refreshment City Manager High  $            30.00  Low               

Permit Center Automation Community Development Medium  $            50.00  High             

Mobile Emergency Operations Center Police Medium TBD (5) High           

License Plate Readers Police Medium (2) Low           

Cartegraph - Munis Integration Study Public Works High  $              5.00  Low           

Public Works Mobility Public Works Medium  $            15.00  Medium           

               

NexLevel Proposed Projects 
Digital Government / Community 
Engagement Plan Public Information TBD  $              5.00  Low   

        

Business Intelligence Capabilities City Manager TBD  $                   -    (4)           
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Notes: 

(1) As noted above ITO support requirements are considered in relative terms, the actual staffing requirements may vary based on the implementation 
approach eventually taken by the City 

(2) NexLevel has not provided estimated project priorities or costs for those projects that are presently budgeted and in-progress  
(3) TBD, the proposed functionality could potentially be provided by OnBase 
(4) TBD, the proposed functionality could potentially be provided by Munis 
(5) The scope of the EOC has not yet been determined 
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Section 5 – Conclusion 
“One of the biggest challenges presented by a continually changing 
business environment is the need to update information systems (IS) to 
meet the changing needs of an organization.  Information systems are 
key to an organization’s success, and effectively managing the 
replacement process is vital to meeting business requirements.” – 
Critical ‘Human’ Success Factors for Purchasing Commercial Off the Shelf 
Software (COTS), Venkatesh Thyagarajan & Shyamala C. Sivakumar, The 
Workplace Review, October, 2005 

This section of the roadmap provides a summary of the information, 
conclusions, and recommendations developed in the course of the 
project and thoughts for the City to consider in realizing higher 
returns for its investments in information technology.  As noted 
above, information technology, public expectations, and business 
requirements are continually evolving, and this makes it more 
critical for local governments to view IT planning as a continuing, 
rather than as a periodic, activity. 
 
The most striking observation made in the course of the 
development of this report is that while the City of Walnut Creek 
has made significant strides in improving how information 
technology services are managed and delivered to the user 
community since the completion of the 2012 ITSOP, this has been 
largely accomplished by adopting a “we’ll make it work” approach 
rather than a more structured approach based on enterprise 
direction, information technology governance, and detailed 
planning, particularly with regard to resource planning and 
management, risk planning and management, and communication 
planning and management.  
 
The City is pursuing three concurrent enterprise application 
implementations (Munis for Finance and HR, Accela for permitting, 
and OnBase for enterprise content management) that will have a 

dramatic impact on how the City operates well into the future.  Any 
one of these enterprise projects, by itself, would be a challenge for 
most organizations.  
 
This is not to say that the City will be unable to successfully 
complete these implementations; however, it is likely that the City 
may experience more disruption to operations and may need to 
expend more effort over time to fully realize their intended 
benefits.  The keys to mitigating the potential impacts of these 
projects on City operations lay in IT governance and resource 
management, communication management, and risk management.  
Combined with the City’s commitment to improve service to the 
community, these will enable the City to obtain better results with 
less impact on operations.  Each is discussed below. 

Information Technology Governance 
An effective organizational structure which provides the oversight 
and leadership for technology organizations has, historically, been 
labeled “technology governance” which is generally defined as the 
leadership, communication structure and processes that ensure the 
organization’s information technology sustains and extends its 
business strategies and objectives.   
 
More specifically, information technology governance helps ensure 
that: 

♦ IT priorities and funding are aligned with the business 
goals and objectives (strategic alignment) 

♦ IT is a business enabler and maximizes benefits 
(performance measurement) 

♦ IT resources are used responsibly (resource management) 

♦ IT risks are managed appropriately (risk management) 
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♦ IT delivers value to the organization (value delivery) 

Resource Management 
Resource constraints are among the leading causes of delays in the 
implementation of enterprise business applications.   Resource 
management plays a key role in enabling the City to have the 
resources needed on-hand to support both the implementation of 
new enterprise business applications while maintaining existing 
applications and “keeping the lights on.”  Although organizations 
tend to think of resource management in terms of IT resources, it 
also applies to user resources since the staff members who are best 
qualified to lead the City into the future are also the same 
individuals who ensure that day-to-day operations are as seamless 
as possible.   

Communication Management 
As noted earlier in this document, the failure to properly set and 
manage user expectations can result in the perception of failure in 
enterprise projects even when the major functional objectives have 
been met.  Setting and managing user expectations is a critical 
component of project success and the implementation of processes 
to keep the users informed as to the project schedule, successes, 
and key benefits of a new business application can go a long way to 
furthering adoption and effective use of the application as well to 
helping users through the “painful meanwhile” that accompanies 
implementation. 

Risk Management and Mitigation 
Risk management and mitigation can take many forms ranging from 
the casual to highly complex and formal methodologies.  
Irrespective of the approach taken, the proactive identification of 
risks, the steps  required to prepare for and mitigate them, and the 
persons assigned to do so, can yield significant benefits in terms of 

avoiding problems and delays (or lessening their impact) in the 
implementation of enterprise business applications. 

Summary 
In general, the Business Application Roadmap attempts to chart the 
optimal route for the City from where it is today (“the current 
state”) to where it needs to be (“the target state”).  Just like any 
trip, the destination may change as may the stops along the way, 
and as anyone who has travelled with family knows, there are often 
those who ask: 

“Do we really have to go?” 

“Are we there yet?” 

“Can we get there faster?” 
 
These questions are all too familiar to organizations that are 
working to transition their information technology environments to 
a target state, and underscore the critical roles played by a unified 
vision for the use of information technology, executive leadership, 
and a roadmap for the implementation of the vision, in fostering the 
success of enterprise projects. 
 
This roadmap is a result of a City-wide planning effort that provided 
the opportunity for management and staff to review, discuss, and 
integrate their technology needs into a common framework.  
Hopefully it provides a common understanding of the City’s 
technology opportunities, priorities, and challenges and will serve as 
a tool to provide an overall picture of what the City needs to 
accomplished and why. 
 
While the creation of the roadmap represents the culmination of 
one step in the planning process, it marks the beginning of another 
step – one through which City leaders must work together to create 
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an environment that supports it.   The ITO must now work in 
concert with City management, leaders, and staff as they begin a 
journey to create an organizational sense of purpose that goes 
much deeper than any vision statement, mission statement, or plan 
can individually communicate. 
 
Support for the roadmap will need to come in terms of priorities, 
dollars, policies and practices. Successful implementation may mean 
making compromises, and it will mean exercising patience, taking an 
organization-wide perspective, and maintaining a continued focus 
on revising the Roadmap as events take place.  And finally, it will 
take cooperation, communication and flexibility to adapt to 
changing needs, technologies and resources. 
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Appendices 
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Appendix 1 – ITSOP and New User Projects 

Table A1 – Project Status 

Project Name Sponsoring Department Project Description Notes 
Project Status 

Pending In-
Progress New 

Audio/Visual 
Standardization and 
Support 

Administrative Services This project is to identify a standard and implement a 
common conference room audio/visual solution.   

This project is on-going with many 
conference rooms completed but several 
areas remain and will be addressed this or 
next FY. 

 x  

Automate County 
Parcel Updates 

Administrative Services This project is to automate the update of information 
provided by Contra Costa County into the City's GIS database 
and may be driven by the Accela Project. 

This project will be carried forward in the 
new IT Plan. x   

Business Continuity 
Plan/Disaster 
Recovery/EOC 

Administrative Services Off-cycle replacement of error prone system for performance 
improvement and cost savings. 

This project will be completed in mid-2016 
and testing will occur throughout the 
remaining part of the year.   x  

Citizen Response 
Management (CRM) 

City Manager / PIO This project is to implement a customer relationship 
management (CRM) solution to improve the completion and 
tracking of service requests received by the City.   

The City reports that there is little current 
interest in implementing this software but 
it has been carried forward from the 
ITSOP for future consideration.  

x   

Citywide Mobile 
Technology Strategy 

Administrative Services This project, of particular interest to the PD,  is to establish 
mobile computing standards and processes to support field 
staff in accessing information in the field, as well as 
supporting the electronic collection of information to reduce 
paper-based processes.   

No formal processes have been 
developed; however, ITD continues to 
develop mobile services throughout the 
City.  

x   

Develop GIS/Business 
License Review 
Application 

Administrative Services This project would create an application to streamline 
operations and assist in recovering funds due the City 
through GIS-based analysis of business license status. 

This project will be carried forward in the 
new IT Plan. x   

Enterprise Technology 
Training 

Administrative Services This project is to develop and implement a formal training 
plan to address ongoing training (outside of the available 
online training) needs of department staff.   

No formal plans have been developed, but 
this effort is on-going and training has 
been included in the implementation of 
new software. 

 x  

ERP System Administrative Services This project anticipates the need to eventually replace the 
Cayenta Financial System with a commercial-off-the-shelf 
(COTS) solution with a proven, best practices solution.  Project 
scope will include supporting finance, payroll, human 
resources, and other potential functions (budgeting, etc.).    

A replacement ERP system has been 
selected (Tyler) and the implementation 
process is underway. Finance is scheduled 
to go live by July, 2016; payroll on January 
1, 2017. 

 x  

GIS Data 
Development, Process 
Workflow, and 
Training 

Administrative Services This project is to establish the data, processes, and 
procedures required to effectively manage the City’s 
geospatial data assets such as addresses, infrastructure, and 
property ownership.  Includes establishing web services to 
manage data export/import to other City applications (e.g. 
Cartegraph).   

Over the last few years, significant 
progress has been made in the 
deployment of GIS and layer tools 
throughout the City. This project is an on-
going effort and will continue to expand 
the City’s use of the GIS system. 

 x  
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Project Name Sponsoring Department Project Description Notes 
Project Status 

Pending In-
Progress New 

HDL - Cayenta (now 
Munis) Integration 

Administrative Services This project is to integrate the HDL system with the Cayenta 
system to remove manual processes that require double 
entry.   

An interface between HDL and the new 
ERP (Tyler) will need to be developed so 
this project will be carried forward into 
the updated IT Plan. 

x   

Human Resource 
System 

Administrative Services This project is to implement a commercial-off-the-shelf (COTS) 
human resources management system to automate and 
streamline existing processes which are largely paper based or 
supported using desktop tools.   

The new ERP system (Tyler) includes an HR 
module which will be implemented in 
FY16/17.  x  

Implement Linear 
Reference System for 
Street Centerline Data 

Administrative Services This GIS-related project will eliminate duplicate data with a 
single master street module. 

This project will be carried forward in the 
new IT Plan. x   

IT/GIS Governance Administrative Services Implement a new IT governance model that would provide 
high-level direction and guidance to the IT Division. The 
project would include re-orienting the Technology Advisory 
Committee (TAC) to more clearly identify participants, roles, 
and responsibilities.  In the GIS Strategic Plan, Farallon 
recommended the formulation of a GIS Steering Committee to 
help improve communication among affected users and 
ensure GIS resources are prioritized to achieve the best 
overall outcome 

The IT Governance structure was 
established but has not been active 
recently. With the new IT Plan, the City 
expects Governance to be re-initiated with 
a modified charter.  x  

MapGuide/Oracle to 
ESRI/GIS 

Administrative Services This project is to migrate from MapGuide/Oracle to ESRI/GIS.  
It would include configuring servers and databases, and 
implementing “tile caching.”   

This project is underway and will continue 
as an active project in the updated IT Plan.    x  

Network Performance 
and Vulnerability 
Assessment 

Administrative Services This project is to hire an expert consultant (PCI certified) to 
perform a comprehensive assessment of network 
performance and vulnerability to identify issues related to 
poor network performance and security.   

A network performance and vulnerability 
scan was completed. A second test was 
conducted in 2015/2016 and identified 
issues are now being resolved by ITD 
personnel.  

 x  

Operational and 
Service Level 
Improvements 

Administrative Services This project is to implement recommendations of the 
NexLevel operational assessment to achieve improvements in 
end user satisfaction, IT documentation and cross training, 
data center management and other areas. This project also 
includes GIS-related documentation and help desk procedure 
improvements. 

This project is on-going and will be 
included in new IT Plan; however, 
substantial progress has been made in the 
daily operation of ITD as evidenced by the 
2016 user survey. 

 x  

PCI Compliance 
Security Fixes (IP) 

Administrative Services Variety of Network Changes required by the latest PCI, FBI, 
and DOJ standards.   

PCI audit and remediation of findings are 
complete, but this project is on-going and 
will be included in new IT Plan.  x  

Safety/Emergency 
Paging 

Administrative Services This project is to set up paging groups for emergency 
broadcast messages to the speakers on Cisco phones. Fire 
alarms, evacuate building, etc. Most work would be 
contracted. 

This project will be carried forward in the 
new IT Plan. x   
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Project Name Sponsoring Department Project Description Notes 
Project Status 

Pending In-
Progress New 

Third Floor 
Conference Room 
Audio Visual 

Administrative Services Upgrade equipment in 3rd floor conference room. Equipment has been budgeted with 
installation scheduled for FY16.  x  

Video Conferencing Administrative Services This project is to identify a standard and implement a 
common video conferencing solution.   

This project will be carried forward in the 
new IT Plan.  x  

Downtown 
Wifi ASD IT 

This project is to implement a downtown wifi network to 
support new applications and devices in addition to providing 
public access. 

Added by ITO 
  X 

Email Retention ASD IT This project is to implement published email retention policy 
and to improve user email experience.  

Added by ITO   X 

Digital Delivery of 
Agenda 

City Manager Replace current printed agenda packages provided to elected 
officials and City staff with digital version. May include 
provision of mobile device and software e.g. iPad and 
iAnnotate. 

The City is studying alternatives for the 
replacement of manual packets. This 
project will be carried forward in the new 
IT Plan.  

 x  

Garage Server 
Refreshment 

City Manager The servers supporting parking garage applications are in 
need of replacement. 

New project. 
  x 

Records Request 
Logging System 

City Manager This project will provide a method of tracking requests for 
information from the public.   

New project. 
  x 

Photo Management 
System 

City Manager - 
Communications 

This project is to implement a commercial-off-the-shelf (COTS) 
photo management system.   

This project will be carried forward to the 
new IT Plan but the solution may be the 
use of On-Base. 

x   

Enterprise-wide 
Document 
Management Strategy 

City Manager –City Clerk This project is to establish a formal document management 
strategy.  If it is determined that significant investment is 
required in SIRE or another document management solution, 
then a new project will be created. 

The City is implementing HyLand’s On-
Base application. 

 x  

Accela Automation 
Software (IP) 

Community 
Development 

This project is to formalize the implementation of the Accela 
Automation Software.  Accela Automation is a Web and 
Cloud-based enterprise application that will help the City 
create a more citizen-centric, performance based enterprise.   

The implementation of Accela is 
continuing.  

 x  

Mobility for Inspectors Community 
Development 

This project will provide mobile access to Accela for field 
inspections and the updating of data directly from mobile 
devices. 

New project: Pads have been provided 
with Accela application.  Pending start of 
Accela Automation product for start of 
usage. 

  x 

Permit Center 
Automation 

Community 
Development 

This project provides for an automated sign-in process and 
self-help kiosks.  

New project. 
  x 

Emergency Operations 
Center 

Police Install a mobile emergency operations center at the City’s 
Corp. Yard.  

New project. 
  x 

License Plate Reader Police This project is to continue the expansion of the use of mobile 
license plate readers in patrol cars.  

New project, currently in progress 
  x 

Final Report – July 11, 2016 Page | 60 



 
The City of Walnut Creek – Business Applications Roadmap 

 

Project Name Sponsoring Department Project Description Notes 
Project Status 

Pending In-
Progress New 

Veri-Pic Photo 
Evidence Storage 
Deployment 

Police This project is to complete the implementation of the Veri-Pic 
Photo Evidence Storage Deployment, which will provide for 
the storage and retrieval of evidentiary photos.  This would 
include storage hardware.  As there is also a need for a 
citywide photo storage system, the City should look at this 
solution to see if it would make sense to expand this solution. 

This is an on-going effort and will be 
carried over into the new IT Plan.  

 x  

Versaterm Upgrade Police This project is to upgrade the Versaterm (CAD/RMS/MDT) 
hardware and software.  It would include the deployment of 
“Datamart” advanced reporting, and creation and 
implementation synchronization workflows between 
Versaterm and GIS. 

Versaterm is continuously updated 
through routine maintenance. The 
“Datamart” component of this project has 
been completed. This is no plan to 
synchronize workflows between 
Versaterm and GIS at this time.  

 x  

Cartegraph Post 
Implementation 
Evaluation Review 
(PIER) 

Public Works This project is to complete a review of the recent Cartegraph 
implementation.  It would allow the City to analyze what was 
implemented and identify opportunities to further leverage 
the asset management software to streamline processes.   

This project will be carried forward in the 
new IT Plan. x   

Centralized Irrigation 
Control System 

Public Works This project is to implement a Centralized Irrigation Control 
System that would continuously monitor, record, and respond 
to feedback from the field.   

This project will be carried forward in the 
new IT Plan. x   

Contract Management 
Software 

Public Works This project is to implement a commercial-off-the-shelf (COTS) 
contract management system to support the City's ability to 
effectively track and manage contract activities.   

This project will be carried forward in the 
new IT Plan. It is possible that the new ERP 
will be used for this project.  

x   

Munis - Cayenta 
Integration 

Public Works This project is to integrate the Cartegraph asset 
management/work order system with the City's new financial 
system 

This project will evaluate the need for an 
interface between the asset management 
system and Munis 

x   

Project Management 
Software 

Public Works This project is to implement a commercial-off-the-shelf (COTS) 
project management system to support the Department's 
project management efforts. 

This project will be carried forward in the 
new IT Plan. It is possible that the new ERP 
will be used for this project. 

x   

Public Works Mobility Public Works This project would provide access to the City’s planning grid 
(GIS) on iPads.  

New project. 
  x 

Building Security 
System 

Public Works This is a project to standardize and implement a common 
centralized building security and access system.    

A feasibility study is currently being 
conducted to determine approach and 
cost for this project.   x  

Energy Management 
System 

Public Works This project is to implement an Energy Management System 
to assist the City in proactively managing energy consumption 
and potentially save on utility charges.   

This project will be carried forward in the 
new IT Plan.  x  

PD/PS Traffic Camera 
Access 

Public Works This project is for PD/PS to gain access to all the traffic 
cameras and implement a recording system that would allow 
them to record video from all camera locations. 

In Progress.  Pending vendor setup and 
software install to new VDI desktops.  x  
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